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DISCLAIMER

This Guide is designed to alert businesses to legal issues related to privacy
and data security. It is intended as a guide and not as a defnitve source
to answer your legal and business questons. It should not be relied upon
for specifc legal advice. Legal and other professional counsel should be
consulted. Lathrop GPM and the Minnesota Department of Employment
and Economic Development, Small Business Assistance Ofce cannot
and do not assume responsibility for decisions made based upon the
informaton contained herein.
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INTRODUCTION

The race is on to enact consumer data privacy laws across state
lines, which, in the absence of a comprehensive federal law, would
provide individuals with more choice over how companies acquire and
utilize their personal data.

Currently, there are 12 states - California, Virginia, Delaware,
Connecticut, Colorado, Utah, lowa, Indiana, Tennessee, Oregon,
Montana, and Texas — that have comprehensive data privacy laws in
place. During the 2022-23 legislative cycle, at least 16 states introduced
privacy bills that addressed a range of issues, including protecting
biometric identifiers and health data. This patchwork approach to
privacy legislation could pose compliance and liability risks for companies
that have multi-state operations.

A Minnesota business that participates in ecommerce must look beyond
Minnesota laws and become familiar with the multiple federal and
state laws that govern how personal data can be collected and used.

Minnesota businesses of all sizes collect, store, and share
personal information about individuals. While new technology and
access to information allows for greater innovation and delivery of
products and services, it also creates a challenge. How does a
business optimize the information available and remain in compliance
with the evolving and ever-changing legal landscape? How does a
business not compromise consumer privacy as more and more
information is shared and collected? What about privacy rights of
employees and prospective employees?
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https://pro.bloomberglaw.com/consumer-data-privacy-laws/
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The scope and type of personal data collected by businesses contnues
to grow, as does the ease of gathering and storing the data. A small
thumb drive containing all of a business’ trade secrets and employee
informaton can be easily removed and transported in a person’s pocket.
New technology allows for the tracking of consumer preferences and
informaton, including their exact locaton, making it possible to do real-
tme targeted marketng.

The aggregaton of consumer data by data brokers is increasingly being
monetzed and used by businesses as even more detailed informaton
about consumers becomes available. Big data is viewed as both a savior
in medical research and a menace to privacy. The so-called “Internet of
Things” allows for household appliances and cars to collect and share
personal consumer data like never before.

High profle data breach incidents exemplify the need for businesses to
take a serious look at data privacy and security issues and how they ft
within their business operatons. Potental breaches are not simply the
result of lax computer systems and poor data security. A business can
be just as liable for a data breach by leaving job applicatons in a public
dumpster or mailing medical informaton to the wrong patent due to a
printng error.

While it is impossible for a business to become an expert in all the laws
related to data privacy and security, it is our hope that this Guide will at
least provide a basic understanding of the wide variety of laws and how
those laws may impact your business.

This Guide was prepared for Minnesota-based businesses. Data, however,
crosses state and natonal borders, and thanks to the Internet, most
businesses have now become global. It is no longer safe to just consider
Minnesota and U.S. laws and federal regulatons when it comes to data
privacy and security. For this reason, we have included some basic
informaton on data privacy laws outside of the United States.
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LEGAL BASIS FOR A RIGHT TO PRIVACY

Sources of privacy law include consttutonal law, tort law, contract law,
federal and state laws and regulatons, and foreign laws.

/2yaaidza2y1 There is no explicit reference to privacy as a right in the
United States Consttuton. The Supreme Court of the United States has,
however, held in several cases that there exists a right to privacy or at
least a “reasonable expectaton of privacy” as implied in the First, Third,
Fourth, Ninth, and Fourteenth amendments. [See Olmstead v. United
States, 277 U.S. 438 (1928), Kat z v. United States, 389 U.S. 347 (1967),
Dilag2(R & /2yyS0a0izi, 381 U.S. 479 (1965), Roe v. Wade, 410 U.S. 113
(1973), Whalen v. Roe, 429 U.S. 589 (1977)].

In United States v. Jones, 132 S. Ct. 945 (2012), the installaton of a GPS
device by law enforcement in a car without a warrant was found to
consttute a search under the Fourth Amendment because it represented
a trespass on a person’s property. In concurring opinions, it was noted
that the use of long term surveillance violates a “reasonable expectaton
of privacy.” This was followed by Riley v. California, 573 U.S. (2014),
where the Supreme Court ruled that the contents of mobile devices are
protected by the Fourth Amendment’s warrant requirement.

The Supreme Court issued its landmark privacy decision in Carpenter v.
United States, 138 S. Ct. 2206 (2018) ruling that the government must get
a warrant before accessing a person’s sensitve cellphone locaton data.

The Dobbs v. Jackson Women'’s Health Organizaton landmark decision
overruling Roe v. Wade and Planned Parenthood v. Casey has profound
implicatons for privacy and data protecton regarding aborton.



There are now explicit data privacy provisions in the consttutons of at
least ten states, including Alaska, Arizona, California, Florida, Hawaii,
lllinois, Louisiana, Montana, South Carolina, and Washington.

There is no explicit data privacy provision in the Minnesota State
Consttuton.

¢2lii f1-60 The tort of invasion of privacy has been identfed and described
in the Restatement (Second) of Torts § 652 (1977) (“Restatement”) and
includes: 1) intrusion upon seclusion; 2) public disclosure of private facts;
3) appropriaton of name or likeness; and 4) publicly placing a person in
false light. Other torts and causes of acton related to privacy may include
defamaton, assault and batery, trespass, breach of confdentality,
intentonal inficton of emotonal distress, negligence, and right of
publicity.

In a Minnesota case, Lake v. Wal-Mart Stores, Inc. 582 N.W.2d 231 (Minn.
Sup. Ct. 1998), the Minnesota Supreme Court recognized a right to
privacy in Minnesota, and adopted the Restatement defnitons for three
of the Restatement torts - intrusion upon seclusion, appropriaton, and
publicaton of private facts. [See also Bodah v. Lakeville Motor Express,
Inc., 663 N.W.2d 550 (Minn. 2003) and the common law of privacy later
in this Guide].

/2y[lI-00& Confdentality agreements and related contracts may have
specifc provisions restrictng the right to use or disclose informaton and
are generally governed by state law. Terms of Use and Privacy Policies
that appear on websites may also be enforceable. Business Associate
agreements may be required under the Health Insurance Portability
and Accountability Act (“HIPAA”). See discussion of Business Associate
agreements later in this Guide. Commercial agreements now also include
provisions on handling personal informaton and data security. Social
media platorms such as Facebook have terms of use and privacy policies
that include provisions regarding the sharing of personal informaton.
[See Lathrop GPM and Minnesota Department of Employment and
Economic Development publicaton ! [S3I€ DizRS To the Use of Social
aSRil- ly iKS =20Ut1-0S lidté namo].



https://mn.gov/deed/assets/a-legal-guide-to-the-use-of-social-media-in-the-workplace_ACC_tcm1045-133709.pdf
https://mn.gov/deed/assets/a-legal-guide-to-the-use-of-social-media-in-the-workplace_ACC_tcm1045-133709.pdf

FEDERAL LAWS GOVERNING DATA PRIVACY AND
SECURITY

HIPAA, COPPA, CAN-SPAM, ECPA, GLBA, TCPA, FCRA, FACTA,
/CIIXo

25f02Y'S (2 TSRS RI-GI- LINGI-08 fI-g 1'yR (KS SR 27
I-0l2yRY &

There is no single federal law governing data privacy and security in
the United States. There are, however, many diferent requirements for
implementng data security procedures or protectng personal data that
can be found in a host of federal laws.

Most of the federal laws that cover data privacy and security obligatons
for businesses are specifc to certain industries and types of informaton
such as:

Ciy1-yOll£ lyF20Y 1-e2yb The Gramm-Leach-Bliley Act (GLBA), Fair Credit
Reportng Act (FCRA), and Fair and Accurate Act Credit Transactons Act
(FACTA)

ISIIKOMIS 1yR Y'SRIOI tyT20Y I-92yh The Health Insurance Portability
and Accountability Act (HIPAA)

Other federal laws cover specifc actvites that may use personal
informaton such as:

¢SESY HI1Saya (including text messages used for marketng purposes).
The Telephone Consumer Protecton Act (TCPA)



/2YYSI0I€ SYHft The Controlling the Assault of Non-Solicited
Pornography and Marketng Act (CAN-SPAM)

¢KS 2yAlyS 02(tS002y1 1zASI IyR RI&0E2a0S 2F lyF20Y I-e2y T2Y OKHRISYS
The Children’s Online Privacy Protecton Act (COPPA)

Other key federal laws that are discussed in this secton of the Guide
include the Telemarketng and Consumer Fraud and Abuse Preventon
Act, Deceptve Mail Preventon and Enforcement Act, Junk Fax Preventon
Act, the Electronic Communicatons Privacy Act (ECPA), Computer Fraud
and Abuse Act (CFAA), Driver’s Privacy Protecton Act, (DPPA), Video
Privacy Protecton Act (VPPA), and other “safeguard” regulatons imposed
by the Federal Trade Commission Act as necessary to regulate unfair
and deceptve trade practces.

At the end of this secton we have listed some other federal laws that
govern privacy rights but that may be more focused on government
obligatons and not the private sector.

The absence of a single comprehensive federal data privacy and security
law in the United States forces a business to become familiar with a
variety of federal and state laws that may impact their operatons.

135S I-yR 51a0t2ad21S 27 Chy1-yOll-£ LyF20Y -a2y
DY Y[ SI-0Kn . itS& ¥0i oD[ . 16

Among other things, the Gramm-Leach-Bliley Act (GLBA) regulates
the collecton, use, protecton, and disclosure of nonpublic personal
informaton by fnancial insttutons. With respect to banks and credit
unions, the Consumer Financial Protecton Bureau (CFPB), the OFce
of the Comptroller of Currency (OCC), the Federal Deposit Insurance
Corporaton (FDIC), and the Natonal Credit Union Administraton (NCUA)
are the primary regulators and enforcers of the GLBA. The Federal Trade
Commission (FTC) is the primary enforcer of the GLBA for all fnancial
insttutons other than those banking enttes.






550yle2y 2T b2yliizofi0 tSia2y1€ LyF20Y o2y The privacy provisions
of the GLBA apply only to “personally identfable fnancial informaton.”
15 U.S.C. § 6809(4). “Personally identfable fnancial informaton”
means any informaton: (i) that a consumer provides to obtain a fnancial
product or service; (i) about a consumer resultng from any transacton
involving a fnancial product or service; or (iii) obtained about a
consumer in connecton with providing a fnancial product or service to
the consumer.

{KIly3 2F LyF2IY I-e2y gliK 1Y ISR /2YLIyiS4. The GLBA does
not restrict the sharing of nonpublic personal informaton with aFliates
although it does require disclosures regarding a¥liate-sharing practces.
The Fair Credit Reportng Act (FCRA) does limit the sharing of certain
fnancial informaton with afliates for marketng purposes and requires
that consumers be given notce of the afliate sharing and the right to
opt-out. 15 U.S.C. § 1681s-3.

{KHity3 27 Lyf20Y l-e2y &liK ¢KWR tHlaSd Nonpublic personal
informaton can be shared with nona¥liated companies only if: (i) the
individual is frst given aright to opt-out of the sharing and does not do so;
(i) the consumer consents to the sharing; or (iii) the sharing falls within
an excepton that permits sharing without consent or right to opt-out. 15
U.S.C. § 6802(b). The exceptons to the requirement of providing a right
to opt-out address a nhumber of otherwise normal business actvites
and legal requirements such as responding to subpoenas, or delivering
the informaton to service providers or consumer reportng agencies.
A fnancial insttuton will generally be required to have a contract in
place with the third party that requires the third party to maintain the
informaton as confdental.

wSlin0a2yas Financial Insttutons cannot disclose account numbers
or credit card numbers for direct mail marketng, telemarketng or other
electronic marketng purposes. 15 U.S.C. § 6802(d).

tlig1-08 b2a0Sa0 Financial insttutons must provide a writen notce to
customers of their privacy policies. 15 U.S.C. § 6803(a).












Both the GLBA privacy and safeguard requirements mandate ongoing
monitoring and changes. Those responsible for GLBA compliance in a
business should periodically update the writen informaton security plan
as necessary to keep up with any changes in the law, as well as potental
data security threats, or its own business practces.

D[ . ! 5Ll _NSIOK b2aU01-a2ywSljiMSY Sylias As of April 4, 2022 there
is a security incident notfcaton requirement. See Computer-Security
Incident Notfcaton Requirements for Banking Organizatons and Their
Bank Service Providers. Using their authority under the GLBA, the federal
bank regulatory agencies issued the Interagency Guidelines regarding
Response Programs that requires fnancial insttutons to adopt policies
and procedures regarding unauthorized access to protected personal
informaton of customers. This includes notfying both the regulator and
the customer when there has been an unauthorized access to “sensitve
customer informaton.” In additon to nonpublic personal informaton
of the customer, sensitve customer informaton generally includes a
customer’s name, address, or telephone number combined with one or
more of the following items of informaton about the customer: 1) social
security number; 2) driver’s license number; 3) account number; 4) credit
or debit card number; or 5) a personal identfcaton number or password
that would permit access to the customer’s account.

D[. ! 9yr20SY Sylo GLBA is enforced by eight federal regulatory
agencies, including the FTC and the federal banking agencies, as well
as state insurance regulators and atorneys general. D[. ! R253 y2i
IyOfdzRS I NAAK{G 720 tyRIGIRdz 1€ (2 olly3 LINGI-iS 1-0a2yas

t20Sysl [11-6ifii& GLBA has severe civil and criminal penaltes for
noncompliance including fnes and imprisonment. If a fnancial insttuton
violates GLBA the insttuton may be subject to a civil penalty of up to
$100,000 for each violaton. Ofcers and directors of the insttuton may
be subject to, and personally liable for, a civil penalty of not more than
$10,000 for each violaton. Additonally, the insttuton and its ofcers
and directors may be subject to criminal fnes and imprisonment of up to

10


https://www.federalregister.gov/documents/2021/11/23/2021-25510/computer-security-incident-notification-requirements-for-banking-organizations-and-their-bank
https://www.federalregister.gov/documents/2021/11/23/2021-25510/computer-security-incident-notification-requirements-for-banking-organizations-and-their-bank
https://www.federalregister.gov/documents/2021/11/23/2021-25510/computer-security-incident-notification-requirements-for-banking-organizations-and-their-bank

fve years. Criminal penaltes of up to ten years’ imprisonment and fnes
of up to $500,000 (for an individual) or $1 million (for a company), are
possible if the acts are commited or atempted while violatng another
U.S. law, or as part of a patern of illegal actvity involving more than
$100,000 in a year.

CI- ZUSRIG wSLI2Hiay3 10 6C/w 10 I-yR CH 1yR
100dz01-0S ZNSRIG ¢l-yEl-Oa2ya 100 6CT /¢

The Fair Credit Reportng Act (FCRA) as amended by the Fair and Accurate
Credit Transactons Act (FACTA) limits how consumer reports and credit
card account numbers can be used and disclosed. The FCRA applies to
businesses that compile “consumer reports” as well as those who use
such reports (lenders and employers) or those who provide consumer
credit informaton to consumer reportng agencies (also known as credit
reportngagencies, such as lenders, creditors, and credit card companies).

2K 1414 I- /2yadY SUwSLI2UGK A consumer report is any communicaton
issued by a consumer reportng agency that is used to evaluate a
consumer’s eligibility for credit, employment, or insurance that relates to
a consumer’s creditworthiness, credit history, credit capacity, character,
or general reputaton. A consumer report containing informaton about
a consumer’s character, general reputaton, personal characteristcs, or
mode of living gathered through personal interviews with neighbors,
friends, or associates of the consumer is called an “investgatve
consumer report.”

tili23Se Companies that are subject to these laws are required,
among other things, to implement programs to help mitgate the risk of
identty thef and unauthorized access to consumer reports. The FCRA
requires companies that use credit reports to give consumers notce of
adverse acton resultng from a consumer report (e.g., credit denial or
declining to ofer employment based on a consumer report) and also
requires notces to be provided to a consumer when an investgatve
consumer report is obtained.

11


https://www.ftc.gov/legal-library/browse/statutes/fair-credit-reporting-act
https://www.ftc.gov/enforcement/statutes/fair-accurate-credit-transactions-act-2003
https://www.ftc.gov/enforcement/statutes/fair-accurate-credit-transactions-act-2003




LRSyaiié ¢KSD 6liKS C1/¢r wSR Cfl-3a wiztSie The Red Flags” Rule
was issued jointly by the FTC and the federal banking agencies. The
rule requires “fnancial insttutons” and “creditors” holding “covered
accounts,” as defned in the Red Flags Rule, to develop and implement
writen programs designed to help to reduce the risk of identty thef.
“Financial insttutons” generally includes, banks, credit unions, or
other enttes holding transactons accounts of a consumer. “Creditor”
generally means a business that uses a consumer report and that
allows a consumer to defer payment for goods and services or bill its
customers, grants or arranges credit, or partcipate in the decision to
extend, renew, or set the terms of credit. For example, businesses that
ofer home or personal services on a recurring basis, (e.g. cleaning
services, lawn services, or personal care services) that use consumer
reports and defer billing the customer for services would likely be
subject to these requirements. All companies covered by the rules are
required to establish an Identty Thef Preventon Program to detect,
prevent, and mitgate identty thef. Companies subject to the Red Flags
Rule are required to establish and implement a program appropriate
for the size of their business and the type of informaton stored in their
systems.

These writen programs are supposed to identfy the relevant “red fags”
of identty thef including: 1) unusual account actvity; 2) fraud alerts
on a consumer report; and 3) atempted use of suspicious account
applicaton documents.

More informaton on the Red Flags Rule and how to implement an
appropriate identty thef program is available from the FTC website at
Fightng Identty Thef with Red Flags Rule: A How-To Guide For Business.

wS3dztl-o2y 1-yR 9yT210S Y Syt The responsibility for issuing regulatons
related to the FCRA and GLBA and the enforcement of those regulatons
is shared by a number of federal agencies, and, in some cases, the ability
to enforce the rules has been delegated to the atorneys general for the
States. The authority to issue regulatons for most federal consumer

13


https://www.ftc.gov/business-guidance/resources/fighting-identity-theft-red-flags-rule-how-guide-business





consumer reportng agency and therefore not covered by FCRA. According
to the FTC, Spokeo sold personal profles that it had assembled, including
informaton gleaned from social media, to HR, recruitng, and screening
businesses as informaton they could then use in deciding whether or
not to interview or hire a candidate. [See U.S. v. Spokeo, Inc. No. 2:12-cv-
05001 (C.D.Cal. 2012)].

Telecheck Services, Inc., one of the largest check authorizaton service
companies, agreed to pay $3.5 million and to alter their business practces
as necessary to setle FTC charges that it violated FCRA. [See U.S. v.
Telecheck Services, Inc. et al., No. 1:14-cv-00062 2014)]. This followed an
earlier FTC setlement with Certegy Check Services, Inc., another check
authorizaton company for $3.5 million based on similar charges of FCRA
violatons. [See U.S. v. Certegy Check Services, Inc., No. 1:13-cv-01247
(D.C. 2014)].

In 2020, the FTC announced its frst acton against a business for failing
to provide transacton records to identty thef victms as required by
the FCRA. The setlement with retailer Kohl’s included a $220,000 civil
penalty.

The FTC also took acton against Midwest Recovery Systems, a debt
collecton agency for its violaton of the FCRA. Midwest Recovery Systems
allegedly placed questonable or inaccurate debts onto consumers’ credit
reports to coerce them to pay the debts. The setlement prohibits the
company from such practce, known as “debt parking” and requires that
the company delete the debts it previously reported to credit reportng
agencies.

The FTC has also brought enforcement actons against a number of other
businesses that are ofen settled by entry of a consent decree and typically
involve civil fnes, consumer reimbursement and additonal regulatory
oversight.

On December 19, 2022 the FTC announced that it reached the largest
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administratve setlement ever with Fortnite video game maker Epic
games. Epic was fned more than half a billion dollars based on allegatons
of numerous privacy violatons and unwanted charges. Alleged violatons
included COPPA violatons, problematc default settngs, dark paterns on
site used by individuals under 18.

OnJanuary 27, 2023 the FTC fnalized its order with educaton technology
provider Chegg, Inc. for its careless data security practces that exposed
sensitve informaton about millions of Chegg customers and employees
including social security numbers, email addresses, and passwords.
The FTC order requires Chegg to enhance their data security practces,
limit the personal data collected and stored, allowing for mult-factor
authentcaton, and ability of users to access and delete their data.

/VSRi ZHIR 511 1yR (KS 1Y Syl /MR LyRazaie 51-i1- {SOdzinie
{li-yRMHIRE 66t/Li5{{£00 In additon to the federal laws discussed above
and certain state laws, [See Minn. Stat. 8 325E.64] businesses handling
credit card data are self-regulated through the Payment Card Industry
(PCI) Security Standards Council. The Council has developed the
comprehensive Payment Card Industry Data Security Standards (PCI-DSS)
followed by merchants and “all enttes that store, process or transmit
cardholder data.” PCI-DSS requires the installaton and maintenance
of frewalls, system passwords, encrypton of cardholder data across
open or public networks, use of ant-virus sofware, employee access
restrictons, physical access restrictons, development of a credit card
specifc security policy, and restricts the retenton of cardholder data.
These standards are mandatory for any businesses handling credit card
data. Larger merchants may be required to pass regular external security
assessments and be subject to frequent scans to assess technical
vulnerabilites. Failure to comply with PCI-DSS can result in signifcant
penaltes in the event of a data breach.
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HIPAA does not just apply to health care providers. HIPAA governs
IyRIGIRdzI-t& IRSyaUI-6tS KSIHIK tyF20Y -2y It applies broadly to “covered
enttes”, which are health plans, health care providers, and health care
clearinghouses. HIPAA also can apply to data processors, pharmacy
beneft managers, accountants, and many other types of organizatons
that come into contact with this informaton. These organizatons can,
depending on the services they provide, become, “business associates”
under HIPAA. This is the case even where they do not deliver health care
directly but provide services to the “covered entty” using informaton
that qualifes as “protected health informaton.”

The U.S. Department of Health and Human Services (HHS) has issued
several sets of regulatons including regulatons for the privacy and
security of health informaton otherwise known as the “Privacy Rule” and
the “Security Rule”, and “Breach Notfcaton Rule”

tiig1-08 wiztSe Standards for the privacy of individually identfable
health informaton are set forth in the HIPAA Privacy Rule. The Privacy
Rule defnes this health informaton as “protected health informaton”
or PHI, which includes informaton related to the past, present, or future
physical or mental health or conditon, the provision of health care to an
individual, or the past, present, or future payment for such health care
which is created or received by a covered entty. The Privacy Rule limits
any entty covered under HIPAA to disclosure of PHI to: (1) the individual;
(2) for use in treatment, payment, or health care operatons; (3) for
certain purposes where an individual has been given an opportunity
to object or opt-out; (4) when required by law or in accordance with
other strong public interest policies (such as law enforcement or in
the course of judicial or administratve proceedings); or 5) for other
purposes pursuant to an “authorizaton” that meets certain requirements
spelled out in the Privacy Rule, or 6) certain other limited purposes.

17






51l /20SISRe Protected health informaton or PHI is individually
identfable health informaton that is maintained or transmited by a
covered entty or business associate.

DSySliI hofidl-a2yat HIPAA regulates the use and disclosure of PHI and
the collecton, use, maintenance, or transmission of electronic PHI, and
requires that covered enttes provide a “notce of privacy practces” that
meets certain regulatory guidelines and is intended to inform consumers
how their health informaton will be used and disclosed as part of receiving
services from a provider or obtaining coverage from a health plan.
In additon, HIPAA establishes certain “individual rights” (such as the
individual’s right to access PHI, or request an amendment of PHI, in a
designated record set).

ILter Y wSljoSY Sylid HIPAA requires (with some exceptons)
that covered enttes: 1) use, request, and disclose only the minimum
amount of PHI necessary to accomplish the intended purpose of the
use, disclosure, or request (Privacy Rule); 2) implement data security
procedures, protocols, and policies at administratve, technical, physical,
and organizatonal levels to protect electronic PHI (Security Rule);
3) comply with uniform standards created for certain electronic
transactons (Transactons Rule); and 4) notfy individuals if there is a
breach of unsecured PHI (and requires that business associates notfy
covered enttes in the event of a breach). (Breach Notfcaton Rule).

b2a0S I-yR 51a0t2adziiS wS1jaiiS Y Sylias The HIPAA Privacy Rule requires
each covered entty provide notce to individuals of its privacy practces
and of the individuals’ rights under HIPAA, generally on the frst visit
for treatment. The Privacy Rule sets out specifc requirements for the
contents and method of the notce of privacy practces.

AAAAA

right (with some exceptons) to: 1) request access to their PHI; 2) make
correctons to their PHI; and 3) request an accountng of the manner in
which their PHI has been disclosed. There is an obligaton for covered
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enttes to provide this accountng of disclosures. However, there are also
a number of exceptons in which the entty is not required to provide the
accountng.

wSainoa2ya 2y {KHityd 5Hil- iiK ¢KIR tlHiaSd Unless the HIPAA
Privacy Rule establishes regulatory permission for a covered entty to use
or disclose PHI for a specifc purpose, either generally (such as treatment
or payment) or subject to a partcular process (such as disclosures to law
enforcement or judicial or administratve proceedings), the Privacy Rule
requires covered enttes to obtain “authorizaton” from the individual.
The Privacy Rule outlines specifc requirements governing procedural and
substantve requirements for obtaining authorizaton. Authorizaton is
designed to obtain informed consent from consumers about how their
PHI will be used or disclosed.

.GalySaa 14320005 130SSY Sylid Covered enttes are permited to
disclose PHI to business associates if the partes enter into an agreement
that generally requires the business associate to: 1) use the informaton
only for the purposes required or permited by the covered entty;
2) safeguard the informaton from misuse; and 3) help the covered
entty to comply with its dutes under the Privacy Rule. In additon, the
Privacy Rule and Security Rule set forth very specifc requirements for
what needs to be included in these business associate agreements.
When a covered entty has knowledge that its business associate has
materially breached or violated the applicable agreement, the covered
entty is required to take reasonable steps to cure the breach or end the
violaton and, if such steps are unsuccessful, to terminate the contract.

51l- {S0dziie wSIjazSY Syta The HIPAA Security Rule requires
covered enttes and business associates to implement data protecton
policies and reasonable security procedures, including: 1) administratve
safeguards, which generally include administratve actvites such as
assigning responsibility for the security program to the appropriate
individuals and requiring security training for employees; 2) physical
safeguards, which include physical mechanisms required to protect
electronic systems, such as limitng access to electronic PHI to authorized
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individuals; and 3) technical safeguards, which include processes designed
to protect data and control access, such as using authentcaton controls
and encrypton technology.

ISI0K b2aU01-e2y wSljiSY Syl HHS also requires covered enttes
to notfy individuals when their unsecured PHI has been breached. This
change resulted from the HITECH Act enacted in 2009 and subsequent
regulatory rulemakings in 2009 and 2013. The HIPAA Breach Notfcaton
Rule defnes a “breach” to be the acquisiton, access, use, or disclosure
of PHI in a manner that is not permited by the Privacy Rule and which
compromises the security or privacy of the PHI. Unsecured PHI is PHI that
is not secured in accordance with certain Natonal Insttute of Standards
and Technology (NIST) standards recognized by the Secretary of HHS.
Afected individuals must be notfed “without unreasonable delay” and
no later than 60 days afer discovery of the breach. If a breach exceeds
500 people, HHS and the media must also be notfed within this same
tme frame. HHS must also be notfed annually of any data breaches
involving fewer than 500 people, regardless of size.

In 2013, the HIPAA Omnibus Rule revised the Breach Notfcaton Rule
to alter the standards for determining when a breach has occurred. As a
result, the acquisiton, access, or use of PHI in a manner not permited
under the Privacy Rule is presumed to be a breach, unless the covered
entty or business associate demonstrates that there is a low probability
that the PHI has been compromised (based on an analysis that looks
to certain factors spelled out in the regulatons). If the covered entty
or business associate concludes that use or disclosure not permited
by the Privacy Rule does not rise to the level of compromising the PHI,
the burden is on the covered entty/business associate to justfy that
decision.

1Lt 1 9ESY Lla2y#0 HIPAA does not apply to informaton that does not
meet the defniton of PHI such as: 1) informaton that is not individually
identfable because it is “de-identfed” (as defned in the Privacy Rule);
or 2) informaton that is used by individuals or enttes that do not fall
within the defnitons of “covered enttes” or “business associates” of
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located at 42 C.F.R. part 2). In April 2023, HHS issued a hotce of proposed
rulemaking intended to address the use / disclosure of PHI in the context
of reproductve health care. And in April 2023 HHS published a request
for informaton looking for input from the public on two requirements
from the HITECH Act that have yet to be fnalized: (1) the requirement
for HHS to take into account “recognized security practces” of covered
enttes and business associates when determining potental fnes; and
(2) the requirement to share a porton of monetary penaltes recovered in
a breach with the individuals harmed by the breach. In recent years, HHS
has also been actve in releasing targeted guidance documents on how
HIPAA applies in unique situatons such as in the context of telehealth,
developers of mobile health apps and the Covid-19 pandemic.

aSRI0H wSESHIOK 1 ¢KS /72Y'Y 2y wizS

Regulaton 45 C.F.R. § 46.01, otherwise known as the Common Rule,
ensures that the rights of an individual are protected during a research
project and applies to most federally-funded research. Privacy and
confdentality are key elements along with informed consent of the
person involved in the research.

CSRSNIE ¢II-RS /2Y Y 1aai2y 10 6c¢/ 1000

Secton 5 of the Federal Trade Commission Act (FTC Act, 15 U.S.C. § 45)
is a federal consumer protecton law that prohibits unfair or deceptve
commercial practces and has been applied to business practces that
afect consumer privacy and data security. The FTC is the most actve
federal agency relatve to privacy maters and has initated enforcement
actons against businesses for, among other things: 1) failure to comply
with statements made in their website privacy policies; 2) making material
changes to privacy policies without adequate notce to consumers; and 3)
failure to provide reasonable and appropriate security and protectons to
safeguard consumer informaton.
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In May 2014, the European Court of Justce recognized the controversial
“right to be forgoten.” This right has been codifed in the new EU data
protecton law known as the GDPR that became efectve May 25, 2018.
Residents of the EU now have expanded rights to request access to and
deleton of their personal informaton.

51-i1- {SOdzinie wSljaiiSY Syliae The FTC Act does not specifcally address
data security. The FTC has, however, brought enforcement actons
alleging that the failure to take reasonable and appropriate steps to
protect personal informaton is an “unfair act or practce” in violaton
of the FTC Act. For example, the FTC has found violatons of the FTC Act
where a company: 1) failed to encrypt informaton while it was in transit
or stored on the network; 2) stored personally identfable informaton
in a fle format that permited anonymous access; 3) did not use readily
accessible security measures to limit access; 4) failed to employ
sufcient measures to detect unauthorized access or conduct security
investgatons; and 5) created unnecessary business risks by storing
informaton afer it no longer had any use for the informaton, in violaton
of bank rules.

wSilinoa2ya 2y {KHily3 5Il- ghiK ¢KMR tlHlaSi The FTC Act does not
expressly prohibit the sharing of personal informaton with third partes.
However, a business can get into trouble when it states that it will not
rent, sell, or otherwise disclose personal informaton to third partes, but
then it does.

9yF210SY Syt The FTC is the primary enforcer of the FTC Act and is
also responsible for the enforcement of some other federal privacy laws
for businesses that are not subject to other federal regulatons, including
GLBA, COPPA, FCRA, and FACTA. Actons the FTC can take include: 1)
startng an investgaton; 2) issuing a cease and desist order; or 3) referring
to the Department of Justce for fling a complaint in court.

{Iy0a2ya IyR hiKSl [11-0i{ii& The FTC Act provides penaltes of up to

$16,000 per ofense. Criminal penaltes include imprisonment for up to
ten years. The FTC can also: 1) obtain injunctons; 2) provide resttuton

26









In re Choicepoint éHnncl. A database owner and data broker, agreed to
pay $15 million to setle charges fled by the FTC for failing to adequately
protect the data of millions of consumers. Choicepoint had failed to
exercise proper credentaling procedures that resulted in fraudulent
access of personal informaton and identty thef by those accessing the
informaton. (FTC File No. 052-3069).

In re Microsoft Corp. 6HNNHU. (FTC File No. 0123240, M03) and In re
Guess.com Inc. oHAnov. (FTC File No. 0223260). In both of these actons,
the FTC claimed that the companies misrepresented security protectons
on their websites and failed to provide even the most basic data security
safeguards. No data was actually lost in either of these cases and there
was no data breach. Stll, the promise or misrepresentaton of data
security was sufcient for the FTC to take acton. Neither Microsof nor
Guess paid a fne but they were required to establish extensive writen
security programs and remain open to privacy audits for 20 years.

In re HireRight Solutions, Inc. ¢HnvwH) (FTC File No. 102- 3130)
(FTC File No. 102- 3130) Employment background checking company
providing “consumer reports” failed to use reasonable procedures to
assure the maximum possible accuracy of the informaton, failed to give
consumers copies of the reports, and failed to investgate consumer
disputes. It agreed to pay $2.6 million for FCRA violatons in additon to
other correctve actons.

On December 17, 2015, LifeLock, Inc. agreed to pay $113 million to
setle charges made by the FTC that the company had failed to create
and maintain a comprehensive informaton security program to protect
customers’ personal data, including social security and bank account
informaton. This was largest monetary award obtained by the FTC in an
order enforcement acton.

/KISy3ly3 C¢/ WiiaRi0a2y ty” 5Hil- {S0diie 10a2yas Does the FTC

have the authority to regulate and impose data security standards on
private businesses under the FTC Act?
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On December 9, 2015, Wyndham entered into a setlement agreement
with the FTC that, among other things, requires the establishment of
a comprehensive informaton security program designed to protect
cardholder data that conform to PCI-DSS, annual informaton security
audits, and safeguards in connecton with franchisee servers. The
Wyndham obligatons remain in efect for 20 years.

PyiljizS L&&dzSa 20 CHIyOKIASR 2l ClI-FAYSyUSR . délySaaSa& The
Wyndham case also highlights the unique issues for franchised or
licensing based systems relatve to legal compliance with data privacy
and security laws. Computer systems that are fully integrated or that
stand-alone and that collect personal data may hold difering legal risks
in the event of a data breach. These liability issues should be carefully
considered when establishing the computer systems, data access, and
the relevant agreements between the various partes. The 20 year FTC/
Wyndham setlement agreement requires the company to conduct annual
informaton security audits and maintain safeguards in connecton with
franchisee servers.

ce/ {Siol-070 Just weeks before the Wyndham setlement, the FTC
lost a case it had brought against cancer screening laboratory LabMD.
The laboratory had been accused of two data breaches when a company
spreadsheet with sensitve personal informaton was found on a peer to
peer network. On November 13, 2015, afer seven years of litgaton, an
FTC Chief Administratve Law Judge dismissed the FTC complaint since
it failed to prove that LabMD’s alleged failure to employ reasonable
and appropriate data security caused, or was likely to cause, substantal
injury to consumers. The Judge stated that the alleged unreasonable
data security of LabMD cannot properly be declared an unfair act or
practce in violaton of Secton 5(a) of the FTC Act. Some suggest that this
case may result in FTC enforcement actons being more focused on cases
where actual harm can be demonstrated and not the mere possibility of
harm to consumers.
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On July 28, 2016, the ALJ’s decision was reversed. The court found that
LabMD’s inadequate data security practces consttuted an unfair practce
in and of themselves, and therefore were a violaton of Secton 5 of the
FTC Act. LabMD was ordered to notfy all afected consumers, establish
a comprehensive informaton security program, and obtain regular
independent assessments of its data security practces.

LabMD appealed this ruling, and the 11th Circuit Court of Appeals stayed
the FTC’s enforcement acton pending oral arguments in the appeal
which took place in June 2017. During oral arguments, a panel of judges
qguestoned the nebulous nature of the FTC’s guidance on data security
practces and urged the FTC to engage in rulemaking so that companies
would know “that they’re violatng what they’re violatng.” The 11th
Circuit eventually held that the FTC’s order was unenforceable as it “does
not enjoin a specifc act or practce. Instead, it mandates a complete
overhaul of LabMD’s data-security program and says precious litle
about how this is to be accomplished.” The results of this appeal may
impact how the FTC takes acton against companies whose data security
practces it deemsinsecure. The FTC may need to more specifcally tailor
and narrow their guidance on data security practces for those orders to
be enforceable.

58yl til-0a0S ti2dIRSI {S§tSa C¢/ /KIMASE On January 5, 2016,
Henry Schein Practce Solutons, Inc., a provider of ofce management
sofware for dental practces, agreed to pay $250,000 to setle FTC
charges that it falsely advertsed the level of encrypton it provided to
protect patent data.

5505L1e@S 1RASIaaty30 The FTC Act also governs deceptve practces
in advertsing, including direct-mail communicatons. The Act requires
businesses to use truth-in-advertsing, meaning that: 1) the advertsing
must be truthful and not deceptve; 2) the advertsers must have
evidence to back up their claims; and 3) the advertsing must be fair, or
not likely to cause substantal consumer injury. In determining whether
an advertsement meets these criteria, the FTC will consider both the
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express and implied claims made by the advertsements, and informaton
that is omited. Penaltes for a violaton of the Act include cease and
desist orders, civil penaltes, and correctve advertsing.

C¢/ hytlyS . SKI-gi2lI€ 1RASIadly3 tiyOILISa

The FTC’s Online Behavioral Advertsing Principles appear in a report
that was prepared by the FTC staf in 2009. These principles apply to
website operators that engage in behavioral advertsing (also called
contextual advertsing and targeted advertsing). While compliance with
the principles is voluntary, many companies adopt them as best practces.
The FTC report and principles suggest ways that businesses using online
advertsing can protect consumer privacy while collectng informaton
about their online actvites.

According to these principles website operators that collect or store
consumer data for behavioral advertsing purposes must do the following:

= provide reasonable security for that data;

« retain data for only the tme necessary to fulfll a legitmate business
or law enforcement need:;

« disclose to consumers their data collecton practces ted to online
behavioral advertsing;

e disclose that consumers can opt-out of (that is, say “no” to) these
practces;

 provide a mechanism to the consumer for optng out (for example,
by allowing the consumer to electronically check a box indicatng
that the consumer is optng out or by sending an email to the
operator); and

= obtain afrmatve express consent (which can be provided online)
from consumers before collectng or using sensitve consumer data
in connecton with online behavioral advertsing. Sensitve data
includes (but is not limited to): 1) fnancial data; 2) data about
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https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-consumer-privacy-era-rapid-change-recommendations/120326privacyreport.pdf
https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-consumer-privacy-era-rapid-change-recommendations/120326privacyreport.pdf
https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-staff-report-self-regulatory-principles-online-behavioral-advertising/p085400behavadreport.pdf
https://www.aaaa.org/
https://www.ana.net/
https://bbbprograms.org/



https://www.iab.com/
https://www.mmaglobal.com/

» A persistent identfer that can be used to recognize a user over tme
and across diferent websites or online services;

» A photo, video, or audio fle, where such fle contains a child’s image
Or VOice;

= Geolocaton informaton sufcient to identfy a street name and
name of a city or town; or

 Informaton concerning the child or the child’s parents that an
operator collects online from the child and combines with an
identfer described above.

COPPA’s requirements include, among other things, that these websites
or online services:

* Provide a privacy notce on the site (including a clear and prominent
link to the notce from the home page and at each area where it
collects personal informaton from children) that informs parents
about their informaton gathering practces.

= Before collectng, using, or disclosing personal informaton of
children:

o provide direct notce to parents (containing the same
informaton required in the website notce); and

0 obtain (with some exceptons) “verifable parental consent.”
The method for obtaining consent varies depending on the
type of use that will be made.

e On request, provide parents of children who have given personal
informaton with:

0 a descripton of the types of personal informaton collected,;

0 an opportunity to prevent any further use or collecton of
informaton; and

0 areasonable means to obtain the specifc informaton collected.
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A business that follows the CARU guidelines that has been approved by
the FTC will be deemed to have satsfed the COPPA requirements. 15
U.S.C. 8§ 6503.

In June of 2017, the FTC published an updated guide to COPPA compliance,
addressing new technologies used to obtain personal data, such as
voice-actvated devices, Internet of things devices, and connected toys
or other products intended for children that collect informaton, such
as voice recordings or geolocaton data. The guide also introduced two
new methods for obtaining verifable parental consent: knowledge-based
authentication questions and facial recognition technology used to
match a verified photo ID. (See FTC Children’s Online Privacy Protection
Rule: A Six-Step Compliance Plan for Your Business).

/htt! 9yi200SY Syl COPPA is enforced by the FTC and violatons of
COPPA are considered an unfair and deceptve trade practce under the
FTC Act. ¢KSIIS 1a y2 LIMZI-iS 01-z4S 27 I-0a2y dzyRSI /htt 16 State atorneys
general can also bring civil actons under COPPA as necessary to protect
the public interest and can obtain injunctons and damages.

C¢/ /htt! 9yr210SY Syl 10a2ya The following actons have been
taken by the FTC against businesses for failure to comply with COPPA:

hy{SLIiSY 65l nI Hamp D223ES [[/ IyRAia adz08IRAMIE _202¢0:0S1 [[/ -SSR
(2 LI I buTn YHEBi2y 0N LISy (2 (KS CSRSUIE ¢lI-RS /72Y Yiaai2y IyR
(iKS bS& 211 1g2lySe DSySII (2 aSgfS I14tS3l-e2ya iKIi (KS | 20¢1:05

PRS2 aKIHity3 aSNIM0S EESTIte 02(S00SR LISIE2YIE lyF20Y I-e2y Ti2Y

OKMRISY” @ik 24z GKSW LIMISyTan 02yaSyt ly di2fl-e2y 27 (KS /KIRISYR
hyflyS tiidl-08 ti2iS0a2y 10 wdztS 6/htt! (o

FTC v. Rock You 6HnmHU. Social gaming site allowed users to make
slide shows with photos. To save the slide show a user had to enter an
email address and password along with birthdate. This informaton was
collected from children under 13. The investgaton by the FTC also found
that the game site lacked adequate security and exposed email addresses
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and passwords to potental hackers. The setlement and consent decree
included extensive compliance monitoring that will remain in efect for
the next 20 years. (FTC File N0.1023120).

In re Iconix Brand Group 0Hnndi. For the collecton of informaton
from children without parental consent, the company paid a setlement
fee to the FTC of $250,000. (FTC File N0.0923032).

FTC v. Playdom oHnvwmi¢ Playdom agreed to pay $3 million, the
largest civil penalty assessed for a COPPA violaton, for failing to provide
proper notce or obtain parental consent. In this case the company had
allowed children to post personal data on public pages and the privacy
policy falsely stated that children under 13 were prohibited from postng
personal data on the Internet. (FTC File No. 1023036).

A good source of informaton on COPPA compliance and consent decrees
can be found on the FTC website.

/2yl2ftly3 (KS Vaalti 21 b2yr{2001iSR
t2ly23I-KE 1'yR ali{Say3 10i 6/ br{t! ai

9Y 1t /2Y Y dzyi0l-o2yad Email has become the most common form of
communicatons with employees, customers, and other businesses. The
low cost and convenience of email and the widespread use of the Internet
have made it a popular method for businesses to market their products
and services. These features also make email easy to abuse, by both
sending messages with unwanted content and sending an unnecessary
volume of email. Because of the possibilites of abuse, laws at both the
federal and state level have emerged to regulate the commercial use of
email.

CAN-SPAM is a federal law designed to regulate the collecton and use

of email addresses for commercial purposes. CAN-SPAM prohibits the
sending of a commercial email that uses: 1) any false or misleading
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be subject to the FTC Act as deceptve advertsing. In additon, criminal
penaltes and even imprisonment can apply for certain actons, such as
accessing someone else’s computer to send spam without permission,
using false informaton to register for multple email accounts or domain
names, routng messages through other computers to disguise the origin
of the message, or generatng email messages through a “dictonary
atack.” A “dictonary atack” is the practce of sending email to addresses
made up of random leters and numbers in the hope of reaching valid
ones.

9yT210SY Syl CAN-SPAM is enforced by the FTC and violatons are
deemed an “unfair and deceptve act or practce.” 15 U.S.C. § 7706(a
State atorneys general can also bring actons for damages sufered by
state residents as well as injunctve and equitable relief. Criminal penaltes
are available for predatory and abusive commercial email. [15 U.S.C. §
7703]. ¢KSUS 1a y2 LGS 3K 21 10a2y dzyRSI / Tbr{t! &

More information on how to comply with CAN-SPAM can be found at
the FTC’s Bureau of Consumer Protection, Business Center at CAN-SPAM
Act: A Compliance Guide for Business. Canada has recently enacted
one of the strictest laws to curb unsolicited commercial email with
significant penalties for non-compliance.

[I-&a wSaiinoay3 /5t tk2yS ali1Sey3t Cell phones can receive two
forms of unsolicited commercial advertsing: text messages and phone
calls. Unsolicited text messages fall under CAN-SPAM to the extent the
message originates from Internet addresses. Such text messages are
subject to both CAN-SPAM and FCC regulatons. Text messages that are
sent from phone-to-phone do not involve Internet domains and are
therefore not subject to CAN-SPAM and the FCC. Phone-to-phone text
messages are subject to the Telephone Consumer Protecton Act (TCPA
discussed below.
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https://www.fcc.gov/sites/default/files/tcpa-rules.pdf
https://www.fcc.gov/sites/default/files/tcpa-rules.pdf

upon a previous purchase to avoid the prior consent requirement. Since
these FCC consent requirements under the TCPA are now in efect, a
business should make sure that they comply and that any company hired
to run a marketng campaign on their behalf complies with the TCPA,
including the consent requirements.

1(z202RIIS1E Most applicable to text messaging, the TCPA restricts the
use of autodialers and prohibits any autodialed calls to a wireless device
that charges for usage, unless the consumer has specifcally consented to
the communicaton. SMS messages and text messages sent to a number
of consumers at once almost always use an “autodial” functon; therefore,
companies are prohibited from sending such texts without consent.

52 b2i /14 wS3Nil& The TCPA authorizes the Do Not Call Registry,
where people can register their numbers if they do not wish to receive
telemarketng calls. Prerecorded messages without the consent of the
recipient are prohibited. Fax and cell phone numbers can be registered
as well as landlines. Once a consumer has put his or her personal number
on the list, telemarketers cannot call (or text) them without express prior
permission unless the partes have an established business relatonship.

9yT210S Y Syt The TCPA allows for a private right of acton (meaning
consumers can sue acompany directly claiming violaton of TCPA) for $500
per infringing call or text message or $1,500 per violaton if the company
willfully or intentonally violated the law. An individual can also sue for
actual loss not to exceed $500 for each call received afer requestng to
be placed on the Do Not Call Registry. State atorneys general may also
initate actons against telemarketers engaging in a patern or practce
of telephone calls or other transmissions to residents of that state in
violaton of the TCPA. If the telemarketer acted willfully or knowingly, the
damages can be trebled.
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¢/t wdAly3a The following FCC rulings cover text messaging under
the TCPA:

b2y1-R@Slaaly3 +210S /144 IyR ¢Skl aSaal-354 i2 =MWStSaa by oSl
On March 27, 2014, the FCC issued two rulings under TCPA clarifying that
in certain circumstances, a sender may rely on third-party intermediaries
to obtain consumers’ consent to receive administratve text messages
and prerecorded phone calls on their cell phones, and exemptng package
delivery service messages from certain TCPA requirements where
specifed conditons are met. The FCC also clarifed that text-based social
networks may rely on consumers’ consent obtained and conveyed by an
intermediary to send administratve text messages related to the service.
[See In re Cargo Airline Assoc., CG No. 02-278, FCC 14-32 (Mar. 27, 2014)
and Ly'liS Di2dlia St Lys, CG No. 02-278, FCC 14-33 (Mar. 27, 2014)].

In these rulings the FCC further confrmed that: 1) a caller is obligated
to obtain express consent, and that the caller may be liable for TCPA
violatons even when relying on an intermediary’s assertons; 2) by
agreeing to partcipate in a social media service such as GroupMe, and
providing a wireless phone number to do so, a consumer consents to
receive administratve texts only for that specifc group service; 3) an
intermediary may only convey a consumer’s consent. The intermediary
cannot consent on a consumer’s behalf.

¢/t tSylfaSa {(iSSLl With violatons from $500 to $1,500 per text
message, and private lawyers able to bring actons, these lawsuits are
likely to grow. Dish Network was ordered to pay $341 million in two
separate federal court actons related to TCPA violatons commited by its
marketng service providers. Therefore, a business should be careful how
they use text messaging as a marketng tool.

¢/t! .Sal tllI-0a0S¢ Companies should create and maintain a
tracking database for customers’ consent to receive texts and follow up
immediately when receiving a request to “unsubscribe” or “opt out” of
future text messages or phone calls.
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¢/t! 1it2ga tidliS widki 27 10a2y6 Because of this private right
of acton under the TCPA and the prohibiton against autodialed text
messages in the TCPA, there have already been some signifcant legal
actons taken against both large—and smaller— companies who have
failed to comply with the TCPA regulatons on mobile communicatons
and text messaging. Notably, in 2011, a class acton lawsuit was brought
against Domino’s Pizza for a text message campaign that the plaintfs
claimed was directed to consumers who had not previously consented
to the communicaton. A similar case was brought against Papa John’s in
2012. Domino’s settled its TCPA class acton suit in 2013 for just under $10
million. In 2013, Hu®ngton Post was sued for sending out “news alerts”
by text messaging at all tmes of the day and night, and not taking readers
of their list when receiving requests to “UNSUBSCRIBE.”

w202101t20 Best Buy robo-calls that followed up on customer purchases
that also described the “rewards program” were deemed an entcement
to make future purchases and a violaton of the TCPA. /KSa0li2 @ . Sal . @@,
2012 WL 6700555, (9th Cir. 2012).

On March 28, 2014, in Freddy D. Osorio v. State Farm Bank, F.S.B., the
Court of Appeals for the Eleventh Circuit determined that a party making
autodialed and prerecorded calls to cellphone numbers may be liable
under the TCPA even where: 1) the cellphone number has not been
reassigned; or 2) the caller believes it has obtained consent.

¢/t! LyliSiaS0a2y” @liK ILt! 10 The TCPA includes two regulatory
exceptons for health care messages provided they are made by HIPAA
covered enttes or business associates. In 2014, there were several class
acton lawsuits alleging that prescripton reminders violated the TCPA
by sending automated or prerecorded calls or text messages without
the required consent and without falling within a TCPA excepton. The
cases in this area highlight the distncton made between marketng and
non-marketng communicatons. Calls and text messages received by
an unintended recipient might result in an impermissible disclosure of
protected health informaton and require breach notfcaton. See July
10, 2015 FCC Ruling cited below for more details on compliance with the
healthcare treatment excepton.
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¢/t1 5SOfHI-i208 wazfly3 1yR hiRSIE On July 10, 2015, the FCC
released its ruling with clarifcaton of a number of TCPA issues including
the defniton of autodialer, liability for calls made to reassigned phone
numbers, a consumer right to revoke consent by any reasonable means,
and new exceptons for fnancial and healthcare related calls. The FCC
invoked its authority under the TCPA to exempt from the consent
requirement various “free to end user” communicatons (no charge to
recipient of call) that are “pro consumer messages” made by certain
enttes regarding tme sensitve fnancial informaton and health
treatment related messages.

Hioiill-o2y /f14:4S4 An enforceable arbitraton clause in the terms
of service of companies using SMS text messaging may help mitgate the
costs and risk of exposure to TCPA class acton litgaton.

On April 1, 2021 the Supreme Court issued its highly antcipated
decision in CI-0562211 Ly0 @ 5d¢3IR! resolving a long-standing circuit split
on the defniton of an automatc telephone dialing system (ATDS or
autodialer) under the TCPA. The Court ruled that to qualify as an ATDS
under the TCPA, a device must have the capacity to either (1) store a
telephone number using a random or sequental number generator or
(2) produce a telephone number using a random or sequental number
generator. Reversing the Ninth Circuit, the Court concluded that merely
having the capacity to store numbers and dial them automatcally is
not enough to make a device qualify as an ATDS. This case had been
antcipated by many who have had to fgure out what they could do
when using phone calls or text messaging to reach customers. Facebook
was accused of violatng the TCPA’s prohibiton on using an ATDS. Duguid
claimed that Facebook sent him text messages over a period of 10 months
without his consent alertng him that someone was trying to access his
Facebook account even though he did not have a Facebook account.
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tUSESya2y 10 amp 10{0/0 33 cmnmmcmnys

The FTC and the FCC have promulgated several rules relatng to deceptve
telemarketng practces. The FTC’s Telemarketng Sales Rule gives efect
to the Telemarketng and Consumer Fraud and Abuse Preventon Act.
The Telemarketng Sales Rule requires sellers to provide consumers with
all informaton that would likely be material to the consumers’ choice of
goods or services, including informaton on cost and quantty, material
restrictons, limitatons or conditons, refund policies, and features such
as free trial oFers. The Telemarketng Sales Rule also prevents sellers from
misrepresentng such material informaton. For outbound sales calls or
upsells, these disclosures must be made promptly. Special requirements
apply to prize promotons, credit card loss protecton plans, and debt
relief services.

The Telemarketng Sales Rule also contains a number of privacy
protectons. These rules prevent calling numbers that are on the Natonal
Do Not Call Registry or on that seller’'s do-not-call list; denying or
interfering with a person’s right to be placed on any do-not-call registry;
calling outside permissible calling hours; abandoning calls; failing to
transmit caller ID informaton; threatening or intmidatng a consumer or
using obscene language; or calling or talking to a person with the intent
to annoy, abuse, or harass the person called.

The Telemarketng Sales Rule applies to most businesses except for
banks, nonprofts, insurance companies, and others that are regulated
by state law. It also does not apply to unsolicited calls from consumers,
telephone calls made by consumers in response to advertsements, and
most business-to-business calls. Upsells within such calls are not exempt.
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Sweepstakes and other contests are governed by the Deceptve Mail
Preventon and Enforcement Act of 1999. The Act e stablishes o pt-out
procedures and a number of required disclosures for sweepstakes or
contest mailings, as well as mailings of facsimile checks and mailings
made to resemble government documents. Failure to comply with the
Act can lead to an investgaton by the U.S. Postal Service, civil penaltes,
and a mail-stop order. Sweepstakes and contests are also covered by
various state laws and any company looking into sweepstakes promotons
should be sure to comply with all relevant state laws and regulatons. The
Minnesota Atorney General’s Ofce has a publicaton explaining the do’s
and don’ts of running a sweepstakes and similar promotions in
Minnesota (See Minn. Stat § 325F.755 and Minnesota Attorney General
Sweepstakes Scams.

lizy CI-E tiS@Sya2y 101 dictr

In addition to regulations governing direct mailings, the TCPA,
as amended by the Junk Fax Prevention Act, prohibits most unsolicited
fax advertisements. The Junk Fax Prevention Act prohibits sending
unsolicited advertisements to any fax machine, whether at a residence
or business, without the recipient’s prior express permission. Liability
for a violation of the law applies to the company whose advertisement
is sent, even if the sender is a third-party fax broadcaster.

An excepton in the Junk Fax Preventon Act allows a person to send
a fax to a recipient with whom the sender has an existng business
relatonship, so long as the recipient volunteered its fax number.
Senders must honor requests from recipients to opt-out of receiving
unwanted faxes. Placing oneself on a do-not-call list does not prevent fax
solicitatons. Fax machine numbers may however be separately
registered.
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violaton is triggered when one “exceeds authorized access.” This means
to “access a computer with authorizaton and to use such access to obtain
or alter informaton in the computer that the accessor is hot enttled so to
obtain and to alter.” 18 U.S.C. § 1030(e) (6).

9fSOlN2y10 /72 Y Y dzy10l-2ya tildI-08 100 69/t1(
umy §0{0/¢ 33 HPMATOMHTS

The Electronic Communicatons Privacy Act (ECPA) was passed in 1986
to expand and revise federal wiretapping and electronic eavesdropping
laws. It was envisioned to create “a fair balance between the privacy
expectatons of citzens and the legitmate needs of law enforcement.”
Congress also sought to support the creaton of new technologies by
assuring consumers that their personal informaton would remain safe.

tK2yS /2y0SIiEl-e2yd ECPA includes the Wiretap Act, [18 U.S.C. §8§
2510-2522], the Stored Communicatons Act (SCA), [18 §§ 2701-2711],
and the Pen Register Act, [18 U.S.C. §§ 3121-3127]. Wire communicaton
refers to “any aural transfer made in whole or in part through the use of
facilites for the transmission of communicatons by the aid of wire, cable,
or other like connecton.” It essentally covers phone conversatons. An
oral communicaton is “any oral communicaton utered by a person
exhibitng an expectaton that such communicaton is not subject to
intercepton under circumstances justfying such expectaton.” This
consttutes any oral conversaton including phone conversatons with
a person where there is the expectaton that no third party is listening.

tSy14aS4 Individuals who violate ECPA face up to fve years of jalil
tme and a $250,000 fne. +i0aY & IS I-42 SyaitSR (2 I- 01 & 27 10dz1€
RI-Y 13531 ly I-RRIa2y (2 Lizyla@S RI-Y'1-353 IyR I-g2lySean 1555

9tS0iiN2y10 91-9SERN2LILIY30 ECPA protects a person’s wire and electronic

communicatons from being intercepted by another private individual.
In general, the statute bars wiretapping and electronic eavesdropping,
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In 2012, a former female police ofcer in Minnesota fled a lawsuit
claiming that 100 fellow oFcers invaded her privacy when they looked up
her driver’s license photo in a database at least 400 tmes. She received
a setlement payment of about $665,000 from several Minnesota cites
where police oFcers had allegedly accessed her record.

+IRS2 tiNd1-08 tii2iS0a2y 10 6+t
amy 3 0{6/0 3 HTMNB

The VPPA was passed afer a newspaper obtained and published
informaton about the video rental records of the Supreme Court
nominee Robert Bork. The VPPA was enacted before video-streaming
technology existed but has been found to apply to online services. The
VPPA was also amended in 2013 to facilitate social media sharing of video
viewing preferences when users consent to disclosure of informaton via
the Internet.

hikSI CSRSNI tiigl-08 [1-oa

. Iy {S0uS0@ 1000 tdz00 [0 b2 pmmpny requires banks to maintain reports of
fnancial transacton as necessary to assist in government investgatons.

/2YYiylOla2ya 5S0Sy08 10i 3 Hont0y immunizes Internet service
providers from liability for content posted by others.

tig1-0g 100 27 mprnI p 2e{o/0 3 ppul- covers personal informaton
maintained in government record systems.

Cl-Yig 9Rd0-o2ylf widKia IyR tiigl-08 100l Ha 20{0/9 33 MHHMMHOH
covers privacy of school records.

wi3K( (2 Cly1-yOr£ tiid1-08 106 2F mpTyImH 0{0/0%33 onnmmonHH subpoena or
search warrant required for law enforcement to obtain fnancial records.
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https://www.judiciary.senate.gov/imo/media/doc/CHRG-112shrg87342.pdf

C2USI3y” LylStHISy0S {dzi@Sietl-y0S 10i 2F mpTyl mp 36{6/0 33 mynmmmymm
covers foreign intelligence gathering within the USA.

tiigl-08 tii2iS0a2y 100 2T mpynl nH 16{0/0 3 HAAN restricts government
right to search and obtain work product of press and media.

/105 72YYhyl0l-o2yd 208 100 2F mpynl nt 20{0/0 3 ppm requires
privacy protecton for records maintained by cable companies.

/2Y LS al-iokiy3 1yR tiigl-08 ti2iS0a2y 100 2F mpyyl p 16{6/0 3 ppHl-
covers automated government investgatons comparing computer fles.

9YLIf28SS t2fRIMI-LK thi20S0a2y 100 2T mpyyl Hd 20{0/¢ 33 HAAMTHANGD
covers use of polygraphs by employers.

/2Y Y @y10l-o2ya 13a8ai1-y0S 121 [1-6 9yF2105Y Syl 100 2T mpn? tdz00 [0 b2
MSIONNMM requires telecommunicatons providers to facilitate government
interceptons of communicatons for surveillance purposes.

tSiE2y1-£ wSalizyaoniie IiyR =211 hul2idyiie wS02yOiil-e2y” 100 27
mQcl tdzoo [o b20 manmvdo requires collecton of personal informaton of
all persons who obtain a new job for use in a database to help government
oTcials track down parents delinquent in child support payments.

LRSyaiie ¢KSD IyR 1aadY Lia2y 5S0SMSy0S 106 27
MppyL Mp 3 0{0/0 3 MnHy

LRSyaiie ¢KSD IyR 134dY Lia2y 5SESINSY0S 10i 2F mbhy: mp 646/0 3 maHy
makes it a crime to transfer or use fraudulent identfcaton with the
intent to commit unlawful actvity.

9tSOlN2yA0 CzyRa ¢l-yaFSi 10 owS3dztl-o2y 98 protects consumers (but not
businesses) from fraudulent transfers from bank accounts.
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https://www.ftc.gov/node/119459

1LY tli2d 100 27 v amended a number of electronic surveillance
and other laws to allow for easier access to informaton by government
authorites.

11 CISSR2Y 10{ 2F Hnmp enacted surveillance reforms including the
end of the Natonal Security Agency’s bulk collecton of phone records
and imposed other limits on the government collecton of personal
informaton.

+IRS2 +28SullaY tiSASya2y 100 2T nannl my 20{6/0 3 mynm makes it a
crime to capture nude images of people when on federal property where
the individuals would have a reasonable expectaton of privacy.

¢KS {SOteSa IyR 9EOKIyAS /2Y Yiadi2y 6{9/0 {1953dzIRE wdztS owdztS
on 27 wS3d:tl-e2y {rt6 adopted by the SEC in 2000 and amended in 2005
requires every SEC registered investment adviser and other SEC registrants
to adopt writen policies and procedures that cover administratve,
technical, and physical safeguards reasonably designed to: 1) ensure
security and confdentality of customer records and informaton; 2)
protect against antcipated threats to security or integrity of customer
records and informaton; and 3) protect against unauthorized access to
or use of customer records or informaton that could result in substantal
harm or inconvenience to any customer.

/20S1ES0uie Lyr20Y o2y {KHMitly3 100 6/1{10 was included in the
budget and signed into law by President Obama on December 18, 2015.
Its purpose is to prevent breaches of consumer data by ofering legal
protecton to incentvize companies to share informaton about threats
to their networks with the government and other businesses.

WozRAON-E wSRNSE 10(i was signed into law by President Obama on February
24, 2016. The Act grants non-U.S. citzens certain rights, including a
private right of acton for alleged privacy violatons that occur in the U.S.
The passing of this Act was an important step towards approval of the EU-
US Privacy Shield that for a period of tme untl invalidated allowed the
transfer of personal informaton from the EU to the United States.
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hikSi  /&86SNaS0dnie  {il-yRIMR&® In additon to the NIST
Framework, the Internatonal Organizaton for Standardizaton (ISO)
and the Internatonal Electrotechnical Commission (IEC) have issued
cybersecurity standards. These various cybersecurity standards
enable organizatons to practce safe security techniques and minimize
successful cybersecurity atacks. They provide general outlines as
well as specifc techniques for implementng cybersecurity. In some
cases, obtaining certfcaton under one of these standards might be
a prerequisite to obtaining cybersecurity insurance. As noted above, it
can also help defend against any FTC investgaton and asserton of lax
data security by a business.

CSRSII [ I'yR tli2L24SR [STNafl-a2y

Congress has considered data privacy and security legislaton that
would have signifcant implicatons for U.S. businesses, their online and
internet-connected products and services, and relatons with the federal
government.

12¢ 553105 {SOdznie

¢KS LyuSlySi 27 ¢Kiy3a d2¢) /2oSNaSOdiiie LYLN20SYSyl 100 27
2020 was passed and signed into law on December 4, 2020. The
Act requires the Natonal Insttute of Standards and Technology
(NIST) to develop and publish (1) minimum security standards and
guidelines on the use and management of IoT devices owned or
controlled by a federal government agency, including requirements
for managing cybersecurity risks; and (2) guidelines for disclosing
security vulnerabilites of informaton systems, including loT devices, by
contractors (and subcontractors) who provide the technology to the
agency.

Agency heads cannot procure, obtain, or use an IoT device that fails to
meet the standards and guidelines, unless a waiver is determined to

apply.
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The 10T Act is a complement to California’s loT device security law (Cal.
Civ. Code 8§ 1798.91.04-1798.91.06) that went into efect on January
1, 2020. The California law, which among other things requires a
manufacturer of 10T devices that are sold or ofered for sale in California
to equip the devices with a reasonable security feature or features that
satsfy certain criteria, explicitly excludes from its scope any loT device
that is subject to security requirements under federal law, regulatons, or
regulatory agency guidance.

LyRIZIRdzI-€ 510l tiid1-08 1-yR {S0dziie

An omnibus federal privacy bill known as the American Data Privacy and
Protecton Act [H.R 8152] has received bipartsan congressional support
and represents a major step forward in its two-decade efort to enact a
federal data privacy and security framework. One obstacle is the view
of Congresswoman Nancy Pelosi that the proposed law may pre-empt
California’s existng privacy laws. Another obstacle to passage is whether
or not a private right of acton is included.

51l- . NSI-0K

Following the massive data breach at Target and media atenton on data
privacy, there was an inital increase in eforts to create a federal data
breach notfcaton law Senator Patrick Leahy (D-VT) frst introduced a
legislatve proposal over a decade ago and has contnued to reintroduce
it but has yet to get it passed.

In the meantme, enactment of the CCPA, CPRA and other copycat state
data privacy laws may add momentum to eforts at the federal level to
fnd a comprehensive law that enhances privacy rights for individuals and
lessens the compliance burden on businesses.
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While we can hope for a comprehensive federal data privacy and security
law businesses must be prepared for the multple consumer requests for
data access or deleton and implement reasonable data security programs
to avoid the likely lawsuits to come under the CCPA private right of acton.
Congress has had difculty gettng any legislaton passed, which does
not bode well for any comprehensive federal data privacy or breach
notfcaton laws. In the absence of a comprehensive federal data breach
notfcaton or other federal data privacy and security law, businesses
will have to contnue to consider the patchwork of state and federal laws
discussed in this Guide.
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PRIVACY AND THE EMPLOYMENT RELATIONSHIP

/5w Z20L1-0S tiid1-08 /2y0Slya
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¢SOKy2t238 I-yR {2011 aSRil Employers and employees are struggling
to defne the boundaries of appropriate employee use of technology,
including social media, as well as appropriate employer monitoring and
management of electronic data. In additon to concerns about employee
productvity, the sophistcated electronic communicaton tools available
to employees create new challenges for businesses to consider, including
potental harm to reputaton and brands, thef of trade secrets and other
confdental informaton, and potental liability for employee behavior
online. For example, an employer may be liable for an employee’s online
comments that are discriminatory or defamatory, even if the employee
posts from a personal computer on personal tme. Likewise, an employer
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In conductng an online search or reviewing social media sites of an
applicant or an employee, an employer may learn informaton about
the individual’s protected class status. While employers in most cases
are not prohibited from learning protected class informaton, they are
prohibited from considering protected class informaton in making hiring
and employment decisions. As such, having access to this informaton
through online searches can increase the risk of a discriminaton claim.
Employers should therefore take special steps to wall of the individuals
performing searches from the hiring or employment decision process to
ensure that protected class informaton is not shared with or taken into
account in the decision-making process.

{LISOM 13&Sa 20 DSySal Lyf2lYl-e2y. The ease in obtaining
informaton about genetc informaton of employees also raises important
employment law consideratons for employers. The federal Genetc
Informaton Nondiscriminaton Act (“GINA”) of 2008 provides that it is an
unlawful employment practce for an employer or other covered entty
to “request, require, or purchase genetc informaton with respect to an
employee or family member of the employee.” [See GINA § 202(a)]. GINA
defnes “genetc informaton” broadly, providing that genetc informaton
may include an individual’s family medical history or an individual’s own
disclosure of a genetc conditon. Minnesota state law also prohibits
discriminaton based on genetc informaton (See Minn. Stat. § 181.974).
Because genetc informaton may be obtained through an online or
social media search, employers need to take care not to violate GINA in
performing online applicant screening or gathering informaton about
current employees. The Equal Employment Opportunity Commission’s
(“EEOC™) fnal regulatons implementng GINA provide some guidance on
the acquisiton of genetc informaton about applicants or employees via
the Internet and social media sites. According to the EEOC, an Internet
search on an individual that is likely to result in obtaining genetc
informaton consttutes an unlawful “request” for genetc informaton,
whereas acquisiton of informaton from a social media platorm where
the employee has given the supervisor permission to access the profle is
considered inadvertent. [See 29 C.F.R. § 1635.8].
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Various federal and state laws provide that employers may not take adverse
acton against applicants or employees based on certain legally protected
actvites. Accordingly, when online informaton about employees or
applicants reveals protected actvites by an individual, employers need to
take care to ensure that they do not consider or act on such informaton
in making its hiring or employment decisions. The following is a summary
of some of the laws that establish protected actvites.

AAAAAAAAAAA

100 6ab[w£00 Several prohibitons found in the federal labor law —
NLRA — apply to employers interactng with applicants or employees
through social media or other online searches. For example, Secton 7
of the NLRA protects non-management employees’ right to engage in
concerted actvity for mutual aid and protecton and applies whether or
not an employee is in a union. Secton 7’s rights are broad, encompassing
outright union organizing but also actons of two or more employees, such
as just discussing compensaton or complaining about other terms and
conditons of employment. Secton 8(a)(1) of the NLRA further provides
that it is an unfair labor practce for an employer “to interfere with,
restrain, or coerce employees in the exercise of the rights guaranteed by
Secton7.”

The NLRA prohibits employers from taking adverse acton against
an applicant or employee due to the individual’s protected Secton
7 actvites, including the individual’s online actvites. The Natonal
Labor Relatons Board (“NLRB” or the “Board”), which enforces the
NLRA, has sided with employees who were terminated for of-the-clock
comments made on Facebook, fnding that the employees’ comments
were protected speech under the NLRA. In these and other “Facebook
fring” cases, the Board has considered whether an employee is engaging
in protected concerted actvity or just airing his or her own individual
gripe, which is not protected. One way to tell the diference is to consider
what happens afer the inital post. If other employees express support
or share the concern, and the conversaton turns to “what should we
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do about this?”, the employee’s less-than-fatering inital post, along
with the other employees’ comments, are likely protected. Even if no
such response is generated, however, if the post is made to a group that
includes co-workers of the poster, chances are the NLRB will consider that
concerted and thus protected actvity.

Not only is it unlawful for an employer to take adverse acton against
an applicant or employee because of Secton 7 actvites, the mere
maintenance of a work policy or rule that chills Secton 7 rights may
amount to an unfair labor practce, even without evidence of policy
enforcement. While the NLRB recognizes an employer’s right to maintain
discipline and productvity in the workplace, it will fnd a policy to be
unlawful if it negatvely impacts an employee’s ability to exercise his or
her Secton 7 rights.

Just this past year, the NLRB set a new standard for reviewing workplace
policies. Under the new standard, an employee can demonstrate an
employer’s policy has a “reasonable tendency” to chill workers from
exercising their rights “if an employee could reasonably interpret the
rule to have a coercive meaning.” This new, much lower threshold has
the potental to invalidate a wide range of workplace rules and will likely
make it more difFcult for employers to draf workplace policies.

The NLRB had previously been focusing its enforcement eforts on broad
policies that could be construed to limit: 1) critcal statements about the
company or managers; 2) discussion of wages, hours, and other terms and
conditons of employment; and 3) discussions with union representatves
and coworkers. An employer thinking of developing a social media
policy (or re-evaluatng its current one), thus, has a number of factors
to consider. First, the employer should determine whether its business
interests necessitate such a policy. Do the risks associated with having a
policy outweigh the risks of going without one? If a policy is necessary,
it is important to draF carefully and consult with an atorney. A lawful
policy has clarifying language that restricts its scope to non-protected
actvity and includes examples of covered conduct that is clearly illegal
or unprotected.

64



[I-oTt /2yanY16fS ti2Ri0ia 20 10edieSd [I-64 Employers
that use the web or social media sites to screen applicants or to monitor
employees might also uncover informaton about an individual engaged
in alcohol use, marijuana use, smoking, or other lawful actvites that an
employer might disagree with or prefer the individual not do. However,
Minnesota law prohibits employers from refusing to hire an applicant or
taking adverse acton against an employee for the consumpton of lawful
products, such as alcohol, marijuana, or tobacco, away from work during
nonworking hours. [See Minn. Stat. § 181.938, Subd. 2]. Many other
states have similar laws, and some even prohibit adverse acton based
on other lawful actvites, such as an individual’s appearance, politcal
afliatons, or other factors. The recent trend of legalizing marijuana at the
state level has created an additonal layer of complicaton around lawful
consumpton laws. Many state governments, including Minnesota’s, have
yet you opine on whether or not the consumpton of marijuana, where
legal, is covered under these laws.

The Minnesota law provides exceptons if a restricton on consumpton
of lawful consumable products is based on a bona fde occupatonal
requirement or is necessary to avoid a confict of interest with any
responsibilites owed by the employee to the employer. However,
employers should act cautously before taking any acton against an
applicant or employee on the basis of these narrow exceptons.

wSil-fil-e2y [I-& Similarly, employers may face legal risk for taking
acton based on informaton that could be construed as assertng rights
under employment laws. A number of federal and state employment
and labor laws (including but not limited to ant- discriminaton, wage
and hour, leave, worker’s compensaton laws, and the NLRA) prohibit
retaliaton againstan individual for assertng rights under the law, assistng
someone else to assert their rights, or partcipatng in an investgaton or
legal proceeding. Just as employers may learn of whistleblowing through
online sources, employers also may learn of other protected actvites that
an individual may claim gives rise to ant-retaliaton rights. An employer
who learns of such actvites through online sources must act carefully to
avoid engaging in unlawful retaliaton.
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Surveys and informal data suggest that employers are increasingly using
the web and social media sites to both identfy and recruit desirable job
candidates, as well as to weed out less desirable candidates. Just as there
are legal limitatons to screening applicants through more traditonal
methods, legal issues are likely to arise when applicants are screened
online. For example, recently there has been litgaton around whether
placing job advertsements on social media in order to atract younger
applicants violates age discriminaton laws. The following secton
summarizes some of the special applicant screening laws that may be
triggered by online screening of job applicants.

bS3ti3Syl 1Mly30 In Minnesota, an employer can be liable for negligent
hiring if it “places a person with known propensites, or propensites
which should have been discovered by reasonable investgaton, in
an employment positon in which, because of the circumstances of
employment, it should have been foreseeable that the hired individual
posed a threat of injury to others.” t2ya0l-a & LyBSaiy Syla, 331 N.w.2d
907, 911 (Minn. 1983). Employers have a “duty to exercise reasonable
care in view of all the circumstances in hiring individuals who, because of
the employment, may pose a threat of injury to members of the public.”
t2ya0l-4, 331 NW.2d at 911. This has come to be known as a sliding
scale duty, requiring the employer to decide how much investgaton is
necessary based on the nature of the positon. Because of this potental
liability, it is sometmes appropriate for an employer, depending on
their business and a partcular positon’s dutes, to do a more thorough
screening of an applicant’s background to try to ensure that the individual
does not pose a safety risk or other risks to the business or third partes.
Historically, the doctrine of negligent hiring has resulted in employers
considering whether it is appropriate to run a criminal background check
on applicants. As social media becomes more common, it is possible,
although not yet known, whether the scope of an employer’s duty to
investgate job applicants for safety risks may extend to conductng social
media or other online searches.
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.1013N2dyR /KS01 [I-6&% When an employer conducts a background
search on an applicant entrely in-house using only the employer’s staf,
background check laws generally do notapply. However, whenan employer
uses an outside entty for a fee to obtain a criminal background check
or to otherwise obtain a background report or investgate an applicant’s
background for employment purposes, the employer must comply with
background check laws, including FCRA and any applicable state law. FCRA
establishes a number of legal requirements for obtaining a background
report, including notce, consent, and various procedural steps that must
be followed before actng on background check informaton to withdraw
ajob ofer. Although the legal landscape of online searches is stll evolving,
itis likely that an employer who pays an outside entty or uses a fee-based
online service to obtain online background informaton on an applicant
must comply with FCRA and any applicable state background check laws.

While background checks arise most ofen in the hiring context, employers
sometmes pay outside enttes to obtain criminal background informaton
about or to otherwise investgate a current employee. In these situatons,
FCRA and state background check laws may stll apply.

SIELHI-GS LY'LI0G ZE1Y'4. In recent years, the EEOC announced its
E-RACE Initatve (“Eradicatng Racism and Colorism in Employment™)
which is aimed at reducing race discriminaton in hiring. The EEOC has
sued employers in several high-profle cases for policies and practces
that the EEOC believes lead to systemic discriminaton in hiring. Although
the cases so far have involved employer use of background checks, the
EEOC has also announced its intent to pursue employers that require
the use of video resumes or other technological applicaton processes.
According to the EEOC, these practces lead to “disproportonate exclusion
of applicants of color who may not have access to broadband-equipped
computers or video cameras.” Given the EEOC’s very public statements
about technology and disparate impact claims, employers should take
care to ensure that their hiring policies and practces in hiring do not
result in systemic discriminaton.
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/2YY2y [I-g LyDl-ai2y 27 tidl-08 Minnesota recognizes invasion
of an individual’s privacy as a tort acton. See Bodah v. Lakeville Motor
Express, Inc., 663 N.W.2d 550 (Minn. 2003). The most common privacy
claims raised by employees against employers are intrusion upon
seclusion and publicaton of private facts. To prove either type of
privacy claim, however, the plaintf must frst demonstrate a reasonable
expectaton of privacy. When informaton is publicly available on the
Internet, it may be difcult for an individual to establish any reasonable
expectaton of privacy in the informaton. It is less clear, however,
whether individuals might claim some reasonable expectaton of privacy
in social media sites with some privacy setngs, such as Facebook, which
allows users to limit access to the site to only individuals that have been
approved by the user. In a case involving a restricted MySpace chat
room used by employees, the court declined to recognize an invasion
of privacy claim where a supervisor accessed a restricted site using a
password given by an employee partcipatng in the site. [See Pietrylo
o Nitai2yS wSall-dzil-yh Di2dL), No. 06-5754, 2009 U.S. Dist. LEXIS 88702
(D.N.J. Sept. 25, 2009)]. However, the employer was stll found to have
violated the Stored Communicatons Act.

In order to establish that employees have no reasonable expectaton of
privacy in the actvity or technology at issue, employer’s policies should
clearly state that the resources provided to employees are provided
for the beneft of the business and that employees do not have any
expectaton of privacy in the specifc conduct. The policy should also
reserve the right to monitor employee’s email and other uses of its own
technology resources. With these policies in place, employers are much
less vulnerable to an invasion of privacy claim.

{i1iS =NSiIy3 [1-4% Minnesota statutory law prohibits the
intercepton and disclosure of wire, electronic, or oral communicatons.
Minn. Stat. § 626A.02, Subd. 1. Any intercepton of these forms of
communicaton will violate the law unless an exempton applies. However,
an exempton applies if one of the partes to the communicaton has given
prior consent to such intercepton. Minn. Stat. 8 626A.02, Subd. 2(d).
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2619 (2010), a case that raised the queston of whether law enforcement
employees had a reasonable expectaton of privacy in text messages
sent on employer provided devices. In viz2y, the employer had a writen
policy allowing inspecton of messages, but in practce did not regularly
monitor messages. Although the Supreme Court declined to fnd that the
employees had a reasonable expectaton of privacy in the messages, the
court held that the search was reasonable under the Fourth Amendment
because the search was motvated by a legitmate work-related purpose
and was not excessive in scope. Public employers must be mindful of this
additonal consttutonal responsibility.

CSRSNI [I-&a 1LILIIOI-OES 2 9tSOiRyr0
/2Y YiylOl-e2ya IyR 51l

In additon to privacy laws, federal electronic communicaton laws may
also be implicated by an employer’s search or review of employees’ use
of technology. These laws include the Electronic Communicatons Privacy
Act, [18 U.S.C. 8 2510], et seq. the Stored Communicatons Act (SCA), and
the Computer Fraud and Abuse Act (CFAA).

¢KS 9tS0iN2y10 /2Y Y dzyI0l-o2ya tildl-08 10i
09/t 20 1KS 6=MShI1-LI 100

The federal Wiretap Act prohibits the unlawful “intercepton” of an
electronic communicaton contemporaneously with the communicaton
being made. As such, employers that monitor and intercept employee’s
online communicatons through social media or other online sources
could, depending on the circumstances, be liable under the Act. Most
employers do not, however, monitor employee communicatons in real
tme as they are occurring. If there is no real-tme, contemporaneous
“intercepton” of an electronic communicaton, the Wiretap Act most
likely does not apply.
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The SCA prohibits the knowing or intentonal unauthorized access to “a
facility through which an electronic communicaton service is provided.”
[18U.S.C. 882701, 2707]. Thisincludes unauthorized access to a password-
protected email account or social networking site. Key exceptons exist,
however, if the person accessing the communicaton is the provider of the
service, a user of the service and the communicaton is from or intended
for that user, or has been granted access to the site by an authorized user.
[18 U.S.C. § 2701(c)(2)].

At least three notable cases have applied the SCA to
electronic communications. In Konop v. Hawaiian Airlines, Inc., 302 F.3d
868 (9th Cir. 2002), the Ninth Circuit Court of Appeals was confronted
with a situation where the employer gained access to the site by
submitting an eligible employee’s name and creating a password to
enter, after accepting terms and conditions that prohibited viewing by
management. According to the court, this conduct alleged by the
plaintiff was sufficient to bring a claim under the SCA.

In the Pietrylo case discussed above, the District Court of New
Jersey upheld a jury verdict imposing liability against an employer
under the SCA. [2009 U.S. Dist. LEXIS 88702]. The Court found
sufficient evidence that a company supervisor accessed the password-
protected employee chat room with a password provided by an
employee coerced into giving access. Finally, in the wvi2y case
mentioned above, the Ninth Circuit Court of Appeals held that the
employer and wireless provider violated the SCA by viewing the
content of text messages sent by employees through a third-party
pager service, even though the employer paid for the service. The
Supreme Court declined to hear the wireless provider’s challenge to
this ruling. [1{! a20lfiie =WStSaar Lyds ¢ vdz2y, 130 S. Ct. 1011 (2009)].
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The CFAA prohibits “intentonally access[ing] a computer without
authorizaton or exceed[ing] authorized access.” The CFAA provides for
both criminal prosecuton and civil actons for violatons. Although the
CFAA may apply against employers in some circumstances, the CFAA is far
more ofen a tool for employers to pursue claims against employees who
abuse their access to the employer’s computer network. For example, an
employer may pursue claims against employees who abuse their access
to confdental informaton in violaton of the employer’s policies. See
! VAGSR {1054 @0 w2RIN30ST, 627 F.3d 1372 (11th Cir. 2010).

wSTSISY0Sa I'yR wS02Y'Y SyRI-02ya

The popular business social networking site Linkedin.com allows
employees to ask their “connectons” to provide recommendatons for
them. Most employers, however, due to defamaton, privacy, and other
legal consideratons, typically provide very limited reference informaton
on former employees. {SSI $1300 wl-yRl = & adi20 o 1ylUSR {0K22t
Dist., 14 Cal. 4th 1066 (1997) (fnding liability where an employer
provided positve references but failed to disclose complaints of sexual
misconduct). Employers should make sure that employees are aware that
any limited reference policies that the employer may have in place extend
to providing references on social media sites, such as LinkedIn.

o v oA
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In today’s knowledge-based economy, confdental informaton and
electronic systems are ofen the most valuable resources of a company.
Employees who have access to this informaton or create the employer’s
electronic systems during the course of their employment can do a great
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deal of harm to a company if they disclose this informaton or atempt
to take it with them when they leave their employment. Both state and
federal laws provide guidelines for employers and employees in this
important arena. These laws are summarized below.

LyF20Y I-o2y {S0uiii& Employers have a responsibility to keep certain
informaton confdental. For example, employee personnel records
ofen include informaton that employers must keep confdental, such as
employee medical records, drug testng records, social security numbers,
and credit reports. Employees may also have access to similar confdental
informaton about customers, clients, or donors that the employer is
obligated by contract or law to keep confdental.

Employers should adopt systems and policies to address the security of
this confdental informaton. If employees have access to partcularly
sensitve informaton, employers should also consider requiring those
employees to sign agreements acknowledging the duty to keep such
informaton secure and providing specifc guidelines on appropriate
practices for keeping that information secure.

/2yTRSYIE IyR  ti2U0SHHE LyF20Y 1-ii2ye The Uniform Trade
Secrets Act, codified in Minnesota at Minn. Stat. § 325C.01, et seq.,
prohibits misappropriation of trade secrets and provides employers
with the right to injunctive relief and actual damages in the event of a
threatened or actual misappropriation. The law defines a trade secret
as information that derives independent economic value from not
being generally known by others, so long as the employer makes
reasonable efforts to maintain its secrecy.

Employers should also consider entering into written agreements
with employees to either broaden the scope of protected
information or simply to provide more information to employees
about what the employer considers to be confidential. Although
such agreements cannot stop employees from breaching their
obligations by publishing information online, the agreements will at
least bolster the employer’s case for injunctive relief and damages in
the event of such a disclosure.
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A well-crafed technology and social media policy that balances company
needs and concerns against employees’ legal rights is an important tool
in managing competng legal risks.

Some of the business and legal risks that an employer should address in a
technology and social media policy include:

e Covered technology and devices: Employers should consider
whether the policy will extend only to employer-paid or provided
devices or whether the employer may lawfully and should extend
the policy to personally-owned devices used for work purposes. The
law is stll evolving in this area, and it is not clear whether employers
have the legal right in all jurisdictons to search an employee’s
personal device or personal email account on a company or
personally-owned device. However, having a clearly-worded policy
can improve an employer’s legal positon in arguing that it has the
right to access any technology devices used by an employee for work
purposes.

e Privacy considerations: Due to the privacy issues discussed above, a
policy should include an express warning that the employer retains
the right to monitor and review the use of and content on any
technology and devices covered by the policy. As discussed above,
however, there have been court decisions fnding employers liable
for improperly accessing or using online content, partcularly where
the content was on a website with restricted privacy setngs, such
as Facebook.com. As such, employers should take care to ensure
they lawfully access online content, and they should consult with
counsel as appropriate to ensure compliance.
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STATE DATA PRIVACY AND SECURITY LAWS

As noted above, there is no single comprehensive federal data privacy and
security law, so a Minnesota business may need to become familiar not
only with the relevant federal laws discussed above and the applicable
Minnesota state laws, but also other state laws and even internatonal
laws that may apply. In some cases, the federal law may preempt the state
laws and in other cases the state law may be even more restrictve than
the federal law. While beyond the scope of this Guide, please note that
many states have their own state “health records” or “medical records”
laws. Health care providers are generally required to comply with these
laws, in additon to HIPAA.

With more and more data crossing the border and e-commerce creatng
global businesses out of Minnesota-based companies, the legal landscape
isimmense. States have passed laws related to wiretapping and electronic
surveillance, use and disclosure of medical and genetc informaton,
identty thef, use of social security numbers, and other laws governing
the use of personal informaton.

As of December 21, 2023 the following states have enacted
comprehensive data privacy laws:

« California Privacy Rights Act, efectve January 1, 2023

< Virginia Consumer Data Protecton Act, efectve January 1, 2023
« Colorado Privacy Act, efectve July 1, 2023

e Connectcut Data Privacy Act, efectve July 1, 2023
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Stat. § 325M.07]. One of the problems under many data privacy laws is
the ability to quantfy and prove damages.

Proposed amendments to this statute were introduced to the Minnesota
Senate in May 2017. These amendments would broaden the defniton
of “personally identfable informaton,” require express approval of the
disclosure of such informaton, and mandate that telecommunicatons
providers comply with Internet privacy requirements.

The full text of the current version of the statute appears below.

oHpaunm 59CLbLeLhb {0
Subdivision 1. {02015
The terms used in this chapter have the meanings given them in this secton.

Subd. 2. /2y Sib

“Consumer” means a person who agrees to pay a fee to an Internet service
provider for access to the Internet for personal, family, or household purposes,
and who does not resell access.

Subd. 3. LyiShySi aS@i0S LIRS

“Internet service provider” means a business or person who provides
consumers authentcated access to, or presence on, the Internet by means of
a switched or dedicated telecommunicatons channel upon which the provider
provides transit routng of Internet Protocol (IP) packets for and on behalf of the
consumer. Internet service provider does not include the ofering, on acommon
carrier basis, of telecommunicatons facilites or of telecommunicatons by
means of these facilites.

Subd. 4. hiRlyH 024135 2F odzatySad

“Ordinary course of business” means debt-collecton actvites, order
fulfllment, request processing, or the transfer of ownership.

Subd. 5. tSiE2y1te IRSyaUI-6fS lyF21Y -2y
“Personally identfable informaton” means informaton that identfes:
(1) a consumer by physical or electronic address or telephone number;
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(2) a consumer as having requested or obtained specifc materials or
services from an Internet service provider;

(3) Internet or online sites visited by a consumer; or
(4) any of the contents of a consumer’s data-storage devices.

oHpatnH =19b 5.{/[h{ w9 hC t9w{hb! [ LbChwa l¢lhb twh1L.1¢95¢

Except as provided in Minn. Stat. 88 325M.03 and 325M.04, an Internet
service provider may not knowingly disclose personally identfable informaton
concerning a consumer of the Internet service provider.

oHpano 2Z19b 5{/Th{jw9 hC tOw{hb [ LbChwa ¢Lhb wiv § Llw950

An Internet service provider shall disclose personally identfable informaton
concerning a consumer:

(1) pursuant to a grand jury subpoena;

(2) to an investgatve or law enforcement ofcer as defned in Minn. Stat. §
626A.01, subdivision 7, while actng as authorized by law;

(3) pursuant to a court order in a civil proceeding upon a showing of
compelling need for the informaton that cannot be accommodated by
other means;

(4) to a court in a civil acton for conversion commenced by the Internet
service provider or in a civil acton to enforce collecton of unpaid
subscripton fees or purchase amounts, and then only to the extent
necessary to establish the fact of the subscripton delinquency or purchase
agreement, and with appropriate safeguards against unauthorized
disclosure;

(5) to the consumer who is the subject of the informaton, upon writen or
electronic request and upon payment of a fee not to exceed the actual cost
of retrieving the informaton;

(6) pursuant to subpoena, including an administratve subpoena, issued
under authority of a law of this state or another state or the United States;
or

(7) pursuant to a warrant or court order.
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Except for purposes of establishing a violaton of this chapter, personally
identfable informaton obtained in any manner other than as provided in this
chapter may not be received in evidence in a civil acton.

oHpanT 9bChw/9a9beT /L[ [LY -L[L¢,T 59Co9b {9

A consumer who prevails or substantally prevails in an acton brought
under this chapter is enttled to the greater of $500 or actual damages. Costs,
disbursements, and reasonable atorney fees may be awarded to a party
awarded damages for a violaton of this secton. No class acton shall be brought
under this chapter.

In an acton under this chapter, it is a defense that the defendant has established
and implemented reasonable practces and procedures to prevent violatons of
this chapter.

oHpauny h¢ 19w [1=0

This chapter does not limit any greater protecton of the privacy of informaton
under other law, except that:

(1) nothing in this chapter limits the authority under other state or federal
law of law enforcement or prosecutng authorites to obtain informaton;
and

(2) if federal law is enacted that regulates the release of personally
identfable informaton by Internet service providers but does not preempt
state law on the subject, the federal law supersedes any confictng
provisions of this chapter.

oHpaing 1tt[L/ 1¢lhbo

This chapter applies to Internet service providers in the provision of services
to consumers in this state.

LRSyaiig ¢KSDKtKIEKly3 dalyy {ilit 3 cnddpHTI {d20R0 HOB

Minnesota makes it a crime to transfer, possess, or use an identty that
is not one’s own, with the intent to commit, aid, or abet any unlawful
actvity, as well as the electronic use of a false pretense to obtain another’s
identty, ofen referred to as “phishing.” [See Minn. Stat. § 609.527, Subd.
5a].
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In a typical phishing scheme, a perpetrator uses fraudulent email
messages that appear to come from legitmate businesses. Authentc-
looking messages are designed to fool recipients into divulging personal
data such as account numbers, passwords, credit card numbers, and
social security numbers. It is a crime to use a false pretense in an email or
web page to trick a victm into divulging his or her personal informaton.
A “false pretense” is defned as “any false, fcttous, misleading, or
fraudulent informaton or pretense or pretext depictng or including or
deceptvely similar to the name, logo, website address, email address,
postal address, telephone number, or any other identfying informaton of
a for- proft or not-for-proft business or organizaton or of a government
agency, to which the user has no legitmate claim of right.” [See Minn.
Stat. § 609.527, subd. 1(c)].

LRSyaiié ¢KSD tSylfaSa 'yRSI alyySazil- [I-6. The penaltes for
identty thef range from a misdemeanor to a 20-year felony. The penaltes
are based upon the amount of loss incurred, the number of direct victms
involved, or the related ofense. Loss is defned in the Minnesota statute
as the value obtained and the expenses incurred as a result of the crime.

The full text of the current version of the statute appears below.

CAGOPHT L59bELE | ¢ 19CH
Subdivision 1. 550yle2y

(@) As used in this secton, the following terms have the meanings given
them in this subdivision.

(b) “Direct victm” means any person or entty described in Minn. Stat.
8§ 611A.01, paragraph (b), whose identty has been transferred, used, or
possessed in violaton of this secton.

(c) “False pretense” means any false, fcttous, misleading, or fraudulent
informaton or pretense or pretext depictng or including or deceptvely
similar to the name, logo, website address, email address, postal address,
telephone number, or any other identfying informaton of a for-proft or
not-for-proft business or organizaton or of a government agency, to which
the user has no legitmate claim of right.
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(d) “Identty” means any name, number, or data transmission that may
be used, alone or in conjuncton with any other informaton, to identfy a
specifc individual or entty, including any of the following:

(1) a name, Social Security number, date of birth, o¥cial
government- issued driver’s license or identfcaton number, government
passport number, or employer or taxpayer identfcaton number;

(2) unique electronic identfcaton number, address, account number, or
routng code; or

(3) telecommunicaton identfcaton informaton or access device.

(e) “Indirect victm” means any person or entty described in Minn. Stat. §
611A.01, paragraph (b), other than a direct victm.

(f) “Loss” means value obtained, as defned in Minn. Stat. § 609.52,
subdivision 1, clause (3), and expenses incurred by a direct or indirect
victm as a result of a violaton of this secton.

(9) “Unlawful actvity” means:

(1) any felony violaton of the laws of this state or any felony violaton of
a similar law of another state or the United States; and

(2) any nonfelony violaton of the laws of this state involving theF, thef
by swindle, forgery, fraud, or giving false informaton to a public ofcial,
or any nonfelony violaton of a similar law of another state or the United
States.

(h) “Scanning device” means a scanner, reader, or any other electronic
device that is used to access, read, scan, obtain, memorize, or store,
temporarily or permanently, informaton encoded on a computer chip or
magnetc strip or stripe of a payment card, driver’s license, or state- issued
identfcaton card.

() “Reencoder” means an electronic device that places encoded
informaton from the computer chip or magnetc strip or stripe of a payment
card, driver’s license, or state-issued identfcaton card, onto the computer
chip or magnetc strip or stripe of a diferent payment card, driver’s license,
or state-issued identfcaton card, or any electronic medium that allows an
authorized transacton to occur.

(j) “Payment card” means a credit card, charge card, debit card, or any
other card that:
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(1) is issued to an authorized card user; and

(2) allows the user to obtain, purchase, or receive credit, money, a good,
a service, or anything of value.

Subd. 2. ZNY'S.

A person who transfers, possesses, or uses an identty that is not the person’s
own, with the intent to commit, aid, or abet any unlawful actvity is guilty of
identty thef and may be punished as provided in subdivision 3.

Subd. 3. tSy1faSa
A person who violates subdivision 2 may be sentenced as follows:

(1) if the ofense involves a single direct victm and the total, combined loss
to the direct victm and any indirect victms is $250 or less, the person may
be sentenced as provided in Minn. Stat. 8 609.52, subdivision 3, clause (5);

(2) if the ofense involves a single direct victm and the total, combined
loss to the direct victm and any indirect victms is more than $250 but not
more than $500, the person may be sentenced as provided in Minn. Stat. §
609.52, subdivision 3, clause (4);

(3) if the ofense involves two or three direct victms or the total, combined
loss to the direct and indirect victms is more than $500 but not more than
$2,500, the person may be sentenced as provided in Minn. Stat. § 609.52,
subdivision 3, clause (3);

(4) if the ofense involves more than three but not more than seven direct
victms, or if the total combined loss to the direct and indirect victms is
more than $2,500, the person may be sentenced as provided in Minn. Stat.
8 609.52, subdivision 3, clause (2); and

(5) if the ofense involves eight or more direct victms; or if the total,
combined loss to the direct and indirect victms is more than $35,000;
or if the ofense is related to possession or distributon of pornographic
work in violaton of Minn. Stat. 88 617.246 or 617.247; the person may be
sentenced as provided in Minn. Stat. § 609.52, subdivision 3, clause (1).

Subd. 4. wS&aiidza2yT MiSY & LI2AIRSR {2 #l0a Y0

(a) A direct or indirect victm of an identty the¥ crime shall be considered
avictm for all purposes, including any rights that accrue under Minn. Stat.
Chapter 611A and rights to court-ordered resttuton.
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(b) The court shall order a person convicted of violatng subdivision 2 to
pay resttuton of not less than $1,000 to each direct victm of the ofense.

(c) Upon the writen request of a direct victm or the prosecutor setng forth
with specifcity the facts and circumstances of the ofense in a proposed
order, the court shall provide to the victm, without cost, a certfed copy of
the complaint fled in the mater, the judgment of convicton, and an order
settng forth the facts and circumstances of the ofense.

Subd. 5. wSLi2lloy30

(@) A person who has learned or reasonably suspects that a person is a
direct victm of a crime under subdivision 2 may initate a law enforcement
investgaton by contactng the local law enforcement agency that has
jurisdicton where the person resides, regardless of where the crime may
have occurred. The agency must prepare a police report of the mater,
provide the complainant with a copy of that report, and may begin an
investgaton of the facts, or, if the suspected crime was commited in a
diferent jurisdicton, refer the mater to the law enforcement agency
where the suspected crime was commited for an investgaton of the facts.

(b) If a law enforcement agency refers a report to the law enforcement
agency where the crime was commited, it need not include the report as
a crime commited in its jurisdicton for purposes of informaton that the
agency is required to provide to the commissioner of public safety pursuant
to Minn. Stat. § 299C.06.

Subd. 5a. ZlY'S 27 StS0ii2yA0 dzaS 2F FI-€aS LNSISyAS (2 2601y 1RSyaiies

(@) A person who, with intent to obtain the identty of another, uses a
false pretense in an email to another person or in a Web page, electronic
communicaton, advertsement, or any other communicaton on the
Internet, is guilty of a crime.

(b) Whoever commits such ofense may be sentenced to imprisonment for
not more than fve years or to payment of a fne of not more than $10,000,
or both.

(c) In a prosecuton under this subdivision, it is not a defense that:

(1) the person commitng the ofense did not obtain the identty of
another;

(2) the person committng the ofense did not use the identty; or
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(3) the ofense did not result in fnancial loss or any other loss to any
person.

(@) A person who uses a scanning device or reencoder without permission
of the cardholder of the card from which the informaton is being scanned
or reencoded, with the intent to commit, aid, or abet any unlawful actvity,
is guilty of a crime.

(b) A person who possesses, with the intent to commit, aid, or abet any
unlawful actvity, any device, apparatus, equipment, sofware, material,
good, property, or supply that is designed or adapted for use as a scanning
device or a reencoder is guilty of a crime.

(c) Whoever commits an ofense under paragraph (a) or (b) may be
sentenced to imprisonment for not more than fve years or to payment of
a fne of not more than $10,000, or both.

Subd. 6. +Sy/S0

Notwithstanding anything to the contrary in Minn. Stat. § 627.01, an ofense
commited under subdivision 2, 5a, or 5b may be prosecuted in:

(1) the county where the ofense occurred;

(2) the county of residence or place of business of the direct victm or
indirect victm; or

(3) in the case of a violaton of subdivision 5a or 5b, the county of residence
of the person whose identty was obtained or sought.

Subd. 7. 133I$31-02y

In any prosecuton under subdivision 2, the value of the money or property
or services the defendant receives or the number of direct or indirect victms
within any six-month period may be aggregated and the defendant charged
accordingly in applying the provisions of subdivision 3; provided that when two
or more ofenses are commited by the same person in two or more countes,
the accused may be prosecuted in any county in which one of the ofenses was
commited for all of the ofenses aggregated under this subdivision.

89






hours and must be informed of the tming, distributon, and content of
the notces sent to Minnesota residents.

tSy1i® The Minnesota Atorney General may enforce this law by
seeking injunctve relief and/or a civil penalty not to exceed $25,000.

9ESY'Lla2yAl An exempton from this notfcaton statute may apply
to an entty that is otherwise covered by a federal law such as the GLBA
or HIPAA. As noted above, encrypted informaton is exempt but the
Minnesota statute does not defne encrypton.
The full text of the Minnesota notfcaton statute appears below.

oHpYicm 51¢1 21wl h § {9{T bh¢l/9 wIv § Lw95 Chw /9weILb S5L{/[h{jwo{0
Subdivision 1. 510t2&d21S 27 LISIA2Y1- yI20Y 1-e2yT y2a0S IiSIjiSRe

(@) Any person or business that conducts business in this state, and that
owns or licenses data that includes personal informaton, shall disclose any
breach of the security of the system following discovery or notfcaton of
the breach in the security of the data to any resident of this state whose
unencrypted personal informaton was, or is reasonably believed to have
been, acquired by an unauthorized person. The disclosure must be made
in the most expedient tme possible and without unreasonable delay,
consistent with the legitmate needs of law enforcement, as provided in
paragraph (c), or with any measures necessary to determine the scope of
the breach, identfy the individuals afected, and restore the reasonable
integrity of the data system.

(b) Any person or business that maintains data that includes personal
informaton that the person or business does not own shall notfy the
owner or licensee of the informaton of any breach of the security of the
data immediately following discovery, if the personal informaton was, or
is reasonably believed to have been, acquired by an unauthorized person.

(c) The notfcaton required by this secton and Minn. Stat. § 13.055,
subdivision 6, may be delayed to a date certain if a law enforcement
agency afrmatvely determines that the notfcaton will impede a criminal
investgaton.

(d) For purposes of this secton and Minn. Stat. § 13.055, subdivision 6,
“breach of the security of the system” means unauthorized acquisiton
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of computerized data that compromises the security, confdentality, or
integrity of personal informaton maintained by the person or business.
Good faith acquisiton of personal informaton by an employee or agent
of the person or business for the purposes of the person or business is not
a breach of the security system, provided that the personal informaton is
not used or subject to further unauthorized disclosure.

(e) For purposes of this secton and Minn. Stat. § 13.055, subdivision 6,
“personal informaton” means an individual’s frst name or frst inital
and last name in combinaton with any one or more of the following data
elements, when the data element is not secured by encrypton or another
method of technology that makes electronic data unreadable or unusable,
orwas secured and the encrypton key, password, or other means necessary
for reading or using the data was also acquired:

(1) Social Security number;
(2) driver’s license number or Minnesota identfcaton card number; or

(3) account number or credit or debit card number, in combinaton with
any required security code, access code, or password that would permit
access to an individual’s fnancial account.

(f) For purposes of this secton and Minn. Stat. § 13.055, subdivision 6,
“personal informaton” does not include publicly available informaton that
is lawfully made available to the general public from federal, state, or local
government records.

(g) For purposes of this secton and Minn. Stat. § 13.055, subdivision 6,
“notce” may be provided by one of the following methods:

(1) writen notce to the most recent available address the person or
business has in its records;

(2) electronic notce, if the person’s primary method of communicaton
with the individual is by electronic means, or if the notce provided is
consistent with the provisions regarding electronic records and signatures
in United States Code, ttle 15, secton 7001; or

(3) substtute notce, if the person or business demonstrates that the
cost of providing notce would exceed $250,000, or that the afected
class of subject persons to be notfed exceeds 500,000, or the person or
business does not have sufcient contact informaton. Substtute notce
must consist of all of the following:
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(i) email notce when the person or business has an email address for
the subject persons;

(ii) conspicuous postng of the notce on the website page of the person
or business, if the person or business maintains one; and

(iii) notfcaton to major statewide media.

(h) Notwithstanding paragraph (g), a person or business that maintains its
own notfcaton procedures as part of an informaton security policy for
the treatment of personal informaton and is otherwise consistent with the
tming requirements of this secton and Minn. Stat. § 13.055, subdivision
6, shall be deemed to be in compliance with the notfcaton requirements
of this secton and Minn. Stat. § 13.055, subdivision 6, if the person or
business notfes subject persons in accordance with its policies in the
event of a breach of security of the system.

Subd. 2. /22\Riy1-a2y ¢hiK 02yadY SN IiSLI2ay3 I-3Sy01SE0

If a person discovers circumstances requiring notfcaton under this secton
and Minn. Stat. § 13.055, subdivision 6, of more than 500 persons at one tme,
the person shall also notfy, within 48 hours, all consumer reportng agencies
that compile and maintain fles on consumers on a natonwide basis, as defned
by United States Code, ttle 15, secton 1681a, of the tming, distributon, and
content of the notces.

Subd. 3. 1¢S5\ LINI2KIGIISR.

Any waiver of the provisions of this secton and Minn. Stat. § 13.055,

subdivision 6, is contrary to public policy and is void and unenforceable.

Subd. 4. 9ESY Lla2y.

This secton and Minn. Stat. § 13.055, subdivision 6, do not apply to any
“fnancial insttuton” as defned by United States Code, ttle 15, secton
6809(3).

Subd. 5.

[Renumbered Minn. Stat. § 13.055, Subd. 6]

Subd. 6. wSY SRISA YR SyF2108Y Syt

The atorney general shall enforce this secton and Minn. Stat. § 13.055,
subdivision 6, under secton 8.31.
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D20SIyY' Syl 135y0iSa. The following statutes apply to Minnesota State
government agencies:

moonpp S5{/[h{iw9 hC .w91/1 Lb {9/ jwL¢.T bhelCL/ 1¢Lhb Tb5
Lb+9{¢LD I¢Lhb wothwe wiv | Lw950

Subdivision 1. 550yla2ya

For purposes of this secton, the following terms have the meanings given to
them.

(@) “Breach of the security of the data” means unauthorized acquisiton
of data maintained by a government entty that compromises the security
and classifcaton of the data. Good faith acquisiton of or access to
government data by an employee, contractor, or agent of a government
entty for the purposes of the entty is not a breach of the security of
the data, if the government data is not provided to or viewable by an
unauthorized person, or accessed for a purpose not described in the
procedures required by Minn. Stat. § 13.05, subdivision 5. For purposes
of this paragraph, data maintained by a government entty includes data
maintained by a person under a contract with the government entty
that provides for the acquisiton of or access to the data by an employee,
contractor, or agent of the government entty.

(b) “Contact informaton” means either name and mailing address or name
and email address for each individual who is the subject of data maintained
by the government entty.

(c) “Unauthorized acquisiton” means that a person has obtained, accessed,
or viewed government data without the informed consent of the individuals
who are the subjects of the data or statutory authority and with the intent
to use the data for nongovernmental purposes.

(d) “Unauthorized person” means any person who accesses government
data without a work assignment that reasonably requires access, or
regardless of the person’s work assignment, for a purpose not described in
the procedures required by Minn. Stat. § 13.05, subdivision 5.

Subd. 2. b2a0S {i2 yRIgIRMzI-AT lyBSaadl-a2y NISLI2k

(@) A government entty that collects, creates, receives, maintains, or
disseminates private or confdental data on individuals must disclose
any breach of the security of the data following discovery or notfcaton
of the breach. Writen notfcaton must be made to any individual who
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is the subject of the data and whose private or confdental data was, or
is reasonably believed to have been, acquired by an unauthorized person
and must inform the individual that a report will be prepared under
paragraph (b), how the individual may obtain access to the report, and
that the individual may request delivery of the report by mail or email.
The disclosure must be made in the most expedient tme possible and
without unreasonable delay, consistent with: (1) the legitmate needs of a
law enforcement agency as provided in subdivision 3; or (2) any measures
necessary to determine the scope of the breach and restore the reasonable
security of the data.

(b) Notwithstanding Minn. Stat. 88 13.15 or 13.37, upon completon of an
investgaton into any breach in the security of data and fnal dispositon
of any disciplinary acton for purposes of Minn. Stat. § 13.43, including
exhauston of all rights of appeal under any applicable collectve bargaining
agreement, the responsible authority shall prepare a report on the facts and
results of the investgaton. If the breach involves unauthorized access to or
acquisiton of data by an employee, contractor, or agent of the government
entty, the report must at a minimum include:

(1) a descripton of the type of data that were accessed or acquired;

(2) the number of individuals whose data was improperly accessed or
acquired;

(3) if there has been fnal dispositon of disciplinary acton for purposes
of Minn. Stat. 8 13.43, the name of each employee determined to be
responsible for the unauthorized access or acquisiton, unless the
employee was performing dutes under Minn. Stat. Chapter 5B; and

(4) the fnal dispositon of any disciplinary acton taken against each
employee in response.

Subd. 3. 55fI-8SR y2a0S0

The notfcaton required by this secton may be delayed if a law
enforcement agency determines that the notfcaton will impede an actve
criminal investgaton. The notfcaton required by this secton must be made

afer the law enforcement agency determines that it will not compromise the
investgaton.
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Subd. 4. aSiK2R 27 y2a05t

Notce under this secton may be provided by one of the following methods:
(a) writen notce by frst class mail to each afected individual;

(b) electronic notce to each afected individual, if the notce provided is
consistent with the provisions regarding electronic records and signatures
as set forth in United States Code, ttle 15, secton 7001; or

(c) substtute notce, if the government entty demonstrates that the cost
of providing the writen notce required by paragraph (a) would exceed
$250,000, or that the afected class of individuals to be notfed exceeds
500,000, or the government entty does not have sufcient contact
informaton. Substtute notce consists of all of the following:

(i) email notce if the government entty has an email address for the
afected individuals;

(ii) conspicuous postng of the notce on the website page of the
government entty, if the government entty maintains a website; and

(iii) notfcaton to major media outlets that reach the general public
within the government entty’s jurisdicton.

Subd. 5. /22IRty1-e2y @iliK 02yadY S ISLI2Uay3 I-F3Sy0iSa

If the government entty discovers circumstances requiring notfcaton under
this secton of more than 1,000 individuals at one tme, the government entty
must also notfy, without unreasonable delay, all consumer reportng agencies
that compile and maintain fles on consumers on a natonwide basis, as defned
in United States Code, ttle 15, secton 1681a, of the tming, distributon, and
content of the notces.

Subd. 6. {SOui@ 1-a3SaaY Syl

At least annually, each government entty shall conduct a comprehensive
security assessment of any personal informaton maintained by the government
entty. For the purposes of this subdivision, personal informaton is defned
under Minn. Stat. 8 325E.61, subdivision 1, paragraphs (e) and (f).

Subd. 7. 100Saa (2 RI-iI- 21 1-GzRMG LidziL12aSE0

Nothing in this secton or Minn. Stat. § 13.05, subdivision 5, restricts access
to not public data by the legislatve auditor or state auditor in the performance
of ofcial dutes.
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The Minnesota Government Data Practces Act (MGDPA) is unique to
Minnesota and regulates the collecton, creaton, storage, maintenance,
disseminaton, and access to government data in government enttes.
It establishes a presumpton that government data are public and are
accessible by the public for both inspecton and copying unless there
is federal law, a state statute, or a temporary classifcaton of data that
provides that certain data are not public. It is similar in purpose to the
Federal Freedom of Informaton Act. In some cases state universites and
the non-proft organizatons a¥liated with such state funded universites
are considered instrumentalites of the state and covered under the
MGDPA. The full text of the MGDPA appears below.

modnm Dh9wbadb¢ 51¢10
Subdivision 1. TLILII01-0Mf{&
All government enttes shall be governed by this chapter.

Subd. 2. Ziil-e2yt

This chapter may be cited as the “Minnesota Government Data Practces
Act”

Subd. 3. {02LI50

This chapter regulates the collecton, creaton, storage, maintenance,
disseminaton, and access to government data in government enttes. It
establishes a presumpton that government data are public and are accessible
by the public for both inspecton and copying unless there is federal law, a state
statute, or a temporary classifcaton of data that provides that certain data are
not public.

Subd. 4. 1SI-Ry2(iS%

The headnotes printed in boldface type before paragraphs in this chapter are
mere catchwords to indicate the content of a paragraph and are not part of the
statute.
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Subd. 5. tli208l2ya 02RSR ty 20K S| OKI-LIiSNE

(a) The sectons referenced in this chapter that are codifed outside this
chapter classify government data as other than public, place restrictons on
access to government data, or involve data sharing.

(b) Those sections are governed by the definitions and general
provisions in Minn. Stat. §8§ 13.01 to 13.07 and the remedies and
penalties provided in Minn. Stat. §§ 13.08 and 13.09, except:

(1) for records of the judiciary, as provided in Minn. Stat. § 13.90; or
(2) as specifcally provided otherwise by law.

alyyh {iil-io 3 moomp D20SyY Syt =Soa1iSa

This law applies to government websites and provides in part as follows:

motmp Zhat; ¢9w 51¢1¢
Subdivision 1. 55Uylo2yA.

As used in this secton, the following terms have the meanings given.

(a) “Electronic access data” means data created, collected, or maintained
about a person’s access to a government entty’s computer for the purpose
of:

(1) gaining access to data or informaton;
(2) transferring data or informaton; or
(3) using government services.

(b) “Cookie” means any data that a government-operated computer
electronically places on the computer of a person who has gained access to
a government computer.

Subd. 2. /fI-481001-02y 27 RI-il4
Electronic access data are private data on individuals or nonpublic data.
Subd. 3. b2a0ST NSTizalf (2 1:00SLIi 022115

(a) Agovernment entty that creates, collects, or maintains electronic access
data or uses its computer to install a cookie on a person’s computer must
inform persons gaining access to the entty’s computer of the creaton,
collecton, or maintenance of electronic access data or the entty’s use of
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cookies before requiring the person to provide any data about the person to
the government entty. As part of that notce, the government entty must
inform the person how the data will be used and disseminated, including
the uses and disseminatons in subdivision 4.

(b) Notwithstanding a person’s refusal to accept a cookie on the person’s
computer, a government entty must allow the person to gain access to data
or informaton, transfer data or informaton, or use government services by
the government entty’s computer.

Subd. 4. 14S 27 StS0iii2y10 1-00Saa RI-il-0
Electronic access data may be disseminated:

(1) to the commissioner for the purpose of evaluatng electronic government
services;

(2) to another government entty to prevent unlawful intrusions into
government electronic systems; or

(3) as otherwise provided by law.

Subd. 5. 9E0SLia2yh

This secton does not apply to a cookie temporarily installed by a government
entty on a person’s computer during a single session on or visit to a government
entty’s website if the cookie is installed only in a computer’s memory and is
deleted from the memory when the website browser or website applicaton is
closed.

tfl-490 /1R {S0dziie 10
hayys {{l-i 3 onp9tcnt

In 2007 Minnesota became the frst state to incorporate a porton of the
PCI-DSS into their state data security or data breach laws.

Known as the Plastc Card Security Act, the Minnesota law was passed
largely in response to the massive data breach at TIX Companies when
card issuers were required to reissue millions of debit and credit cards.
The Minnesota law prohibits anyone conductng business in Minnesota
from storing sensitve informaton from credit and debit cards afer the
transacton has been authorized. The law also makes noncompliant
enttes liable for fnancial insttutons costs related to cancelling and
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replacing credit cards compromised in a security breach. As a result, any
business that is breached and is found to have been storing “prohibited”
cardholder data (e.g., magnetc stripe, CCV codes, tracking data, etc.) are
required to reimburse banks and other enttes for costs associated with
blocking and reissuing cards. This law also opens up the business to the
potental of private lawsuits.

This law applies to any “person or entty conductng business in
Minnesota” that accepts credit cards, debit cards, stored value cards, or
similar cards issued by fnancial insttutons.

Failure to comply with the law may result in the reimbursement to the
card-issuing fnancial insttutons for the “costs of reasonable actons”
to both protect its cardholders’ informaton and to contnue to provide
services to its cardholders afer the breach. Costs may be related to
the notfcaton, cancellaton and reissuance, closing and reopening of
accounts, stop payments, and refunds for unauthorized transactons. The
fnancial insttuton may also bring an acton itself to recover the costs of
damages it pays to cardholders resultng from the breach.

Target and other businesses hit with massive data security breach
incidents are likely to see this law used by credit card companies trying to
recover the costs incurred to replace credit cards of afected customers.
The full text of the Plastc Card Security Act appears below.

oHp9ocn 1//79{{ 59+L/79{T .w91/1 hC {9/ jwL¢ ¢
Subdivision 1. 550yle2y

(a) For purposes of this secton, the terms defned in this subdivision have
the meanings given them.

(b) “Access device” means a card issued by a fnancial insttuton that
contains a magnetec stripe, microprocessor chip, or other means for storage
of informaton which includes, but is not limited to, a credit card, debit
card, or stored value card.

(c) “Breach of the security of the system” has the meaning given in Minn.
Stat. § 325E.61, subdivision 1, paragraph (d).
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(d) “Card security code” means the three-digit or four-digit value printed on
an access device or contained in the microprocessor chip or magnetc stripe
of an access device which is used to validate access device informaton
during the authorizaton process.

(e) “Financial insttuton” means any o¥ce of a bank, bank and trust, trust
company with banking powers, savings bank, industrial loan company,
savings associaton, credit union, or regulated lender.

(f) “Microprocessor chip data” means the data contained in the
microprocessor chip of an access device.

(9) “Magnetc stripe data” means the data contained in the magnetc stripe
of an access device.

(h) “PIN” means a personal identfcaton code thatidentfes the cardholder.

(i) “PIN verifcaton code number” means the data used to verify cardholder
identty when a PIN is used in a transacton.

(j) “Service provider” means a person or entty that stores, processes, or
transmits access device data on behalf of another person or entty.

Subd. 2. {S0dziie 21 IRSyaU0l-a2y lyF2Y I-a2yT ISiSya2y LIN2KIGIISR

No person or entty conductng business in Minnesota that accepts an access
device in connecton with a transacton shall retain the card security code data,
the PIN verifcaton code number, or the full contents of any track of magnetc
stripe data, subsequent to the authorizaton of the transacton or in the case
of a PIN debit transacton, subsequent to 48 hours afer authorizaton of the
transacton. A person or entty is in violaton of this secton if its service provider
retains such data subsequent to the authorizaton of the transacton or in the
case of a PIN debit transacton, subsequent to 48 hours afer authorizaton of
the transacton.

Subd. 3. [\l-oifiies

Whenever there is a breach of the security of the system of a person or entty
that has violated this secton, or that person’s or entty’s service provider, that
person or entty shall reimburse the fnancial insttuton that issued any access
devices afected by the breach for the costs of reasonable actons undertaken
by the fnancial insttuton as a result of the breach in order to protect the
informaton of its cardholders or to contnue to provide services to cardholders,
including but not limited to, any cost incurred in connecton with:
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(1) the cancellaton or reissuance of any access device afected by the
breach;

(2) the closure of any deposit, transacton, share draf, or other accounts
afected by the breach and any acton to stop payments or block transactons
with respect to the accounts;

(3) the opening or reopening of any deposit, transacton, share draf, or
other accounts afected by the breach;

(4) any refund or credit made to a cardholder to cover the cost of any
unauthorized transacton relatng to the breach; and

(5) the notfcaton of cardholders afected by the breach.

The fnancial insttuton is also enttled to recover costs for damages paid by
the fnancial insttuton to cardholders injured by a breach of the security of the
system of a person or entty that has violated this secton. Costs do not include
any amounts recovered from a credit card company by a fnancial insttuton.
The remedies under this subdivision are cumulatve and do not restrict any other
right or remedy otherwise available to the fnancial insttuton.

146 27 {2011 {30ci8 berY 6514
by {{il-i0 3 oHp9spame

The following Minnesota statute governs the use of by non-government
agencies of social security numbers in Minnesota.

OHP9%pd * {9 hC {h/LI[ {9/ wit, b a.ow{s
Subdivision 1. DSySlil-ff&

(a) A person or entty, not including a government entty, may not do any
of the following:

(1) publicly post or publicly display in any manner an individual’s
Social Security number. “Publicly post” or “publicly display” means to
intentonally communicate or otherwise make available to the general
public;

(2) print an individual’s Social Security number on any card required for
the individual to access products or services provided by the person or
entty;

102






authorizes inclusion of a Social Security number on the outside of a mailing
or in the bulk mailing of a credit card solicitaton ofer.

(d) Aperson or entty, notincluding agovernment entty, must restrict access
to individual Social Security numbers it holds so that only its employees,
agents, or contractors who require access to records containing the
numbers in order to perform their job dutes have access to the numbers,
except as required by ttles XVIIl and XIX of the Social Security Act and by
Code of Federal Regulatons, ttle 42, secton 483.20.

(e) This secton applies only to the use of Social Security numbers on or
aferJuly 1, 2008.

Subd. 2. [Repealed, 2007 ¢ 129 s 58]
Subd. 3. /22IRyl-e2y giiK 2iKSI fl-&t
This secton does not prevent:

(1) the collecton, use, or release of a Social Security number as required by
state or federal law;

(2) the collecton, use, or release of a Social Security number for a purpose
specifcally authorized or specifcally allowed by a state or federal law that
includes restrictons on the use and release of informaton on individuals
that would apply to Social Security numbers; or

(3) the use of a Social Security number for internal verifcaton or
administratve purposes.

Subd. 4. td:6610 1S02IRE

This secton does not apply to documents that are recorded or required to be
open to the public under Minn. Stat. Chapter 13 or by other law.

wS02IRly3 /72Y Y izyl0l-o2ya
batyys {il-ie 3 cHe YonH =NSHI f1-46

The following Minnesota statute is nearly identcal to the federal
wiretapping statute [18 U.S.C. § 2511 (1)] and generally provides that it
is legal for a person to record a wire, oral, or electronic communicaton
if that person is a party to the communicaton, or if one of the partes
has consented to the recording-so long as no criminal or tortous intent
accompanies the recording.
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Subdivision 1. hiiSyaS
Except as otherwise specifcally provided in this chapter any person who:

(1) intentonally intercepts, endeavors to intercept, or procures any other
person to intercept or endeavor to intercept, any wire, electronic, or oral
communicaton;

(2) intentonally uses, endeavors to use, or procures any other person
to use or endeavor to use any electronic, mechanical, or other device to
intercept any oral communicaton when:

(i) such device is afxed to, or otherwise transmits a signal through, a
wire, cable, or other like connecton used in wire communicaton; or

(ii) such device transmits communicatons by radio, or interferes with the
transmission of such communicaton;

(3) intentonally discloses, or endeavors to disclose, to any other person
the contents of any wire, electronic, or oral communicaton, knowing or
having reason to know that the informaton was obtained through the
intercepton of a wire, electronic, or oral communicaton in violaton of this
subdivision; or

(4) intentonally uses, or endeavors to use, the contents of any wire,
electronic, or oral communicaton, knowing or having reason to know
that the informaton was obtained through the intercepton of a wire,
electronic, or oral communicaton in violaton of this subdivision; shall be
punished as provided in subdivision 4, or shall be subject to suit as provided
in subdivision 5.

Subd. 2. 9ESY Lla2yAt

(@) It is not unlawful under this chapter for an operator of a switchboard,
or an ofcer, employee, or agent of a provider of wire or electronic
communicaton service, whose facilites are used in the transmission of a
wire communicaton, to intercept, disclose, or use that communicaton in
the normal course of employment while engaged in any actvity which is a
necessary incident to the renditon of service or to the protecton of the
rights or property of the provider of that service, except that a provider of
wire communicaton service to the public shall not utlize service observing
or random monitoring except for mechanical or service quality control
checks.
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(i) is excepted from the applicaton of secton 605(a) of ttle 47 of the
United States Code by secton 605(b) of that ttle;

(4) to intercept a wire or electronic communicaton the transmission of
which is causing harmful interference to any lawfully operatng staton or
consumer electronic equipment, to the extent necessary to identfy the
source of such interference; or

(5) for other users of the same frequency to intercept any radio
communicaton made through a system that utlizes frequencies
monitored by individuals engaged in the provision or the use of such
system, if the communicaton is not scrambled or encrypted.

(f) It is not unlawful under this chapter:

(1) to use a pen register or a trap and trace device as those terms are
defned by Minn. Stat. 8 626A.39; or

(2) for a provider of electronic communicaton service to record the fact
that a wire or electronic communicaton was initated or completed in
order to protect the provider, another provider furnishing service toward
the completon of the wire or electronic communicaton, or a user of that
service, from fraudulent, unlawful, or abusive use of the service.

(g) Itis not unlawful under this chapter for a person not actng under color
of law to intercept the radio porton of a cordless telephone communicaton
that is transmited between the cordless telephone handset and the
base unit if the inital intercepton of the communicaton was obtained
inadvertently.

Subd. 3. 510t28ly3 02Y' Y dzyi0l-o2y/as

(a) Except as provided in paragraph (b), a person or entty providing an
electronic communicatons service to the public must not intentonally
divulge the contents of any communicaton other than one to the person
or entty, or an agent of the person or entty, while in transmission on that
service to a person or entty other than an addressee or intended recipient
of the communicaton or an agent of the addressee or intended recipient.

(b) A person or entty providing electronic communicaton service to the
public may divulge the contents of a communicaton:

(1) as otherwise authorized in subdivision 2, paragraph (a), and Minn.
Stat. § 626A.09;

107



(2) with the lawful consent of the originator or any addressee or intended
recipient of the communicaton;

(3) to a person employed or authorized, or whose facilites are used, to
forward the communicaton to its destnaton; or

(4) that were inadvertently obtained by the service provider in the normal
course of business if there is reason to believe that the communicaton
pertains to the commission of a crime, if divulgence is made to a law
enforcement agency.

Subd. 4. tSy1faSa

(a) Except as provided in paragraph (b) or in subdivision 5, whoever violates
subdivision 1 shall be fned not more than $20,000 or imprisoned not more
than fve years, or both.

(b) Ifthe ofense is a frst ofense under paragraph (a) and is not for a tortous
or illegal purpose or for purposes of direct or indirect commercial advantage
or private commercial gain, and the wire or electronic communicaton with
respect to which the ofense under paragraph (a) is a radio communicaton
that is not scrambled or encrypted, then:

(1) if the communicaton is not the radio porton of a cellular telephone
communicaton, a public land mobile radio service communicaton, a
cordless telephone communicaton transmited between the cordless
telephone handset and the base unit, orapaging service communicaton,
and the conduct is not that described in subdivision 5, the ofender shall
be fned not more than $3,000 or imprisoned not more than one year, or
both; and

(2) if the communicaton is the radio porton of a cellular telephone
communicaton, a public land mobile radio service communicaton, a
cordless telephone communicaton transmited between the cordless
telephone handset and the base unit, or a paging service communicaton,
the ofender shall be fned not more than $500.

(c) Conduct otherwise an ofense under this subdivision that consists of or
relates to the intercepton of a satellite transmission that is not encrypted
or scrambled and that is transmited:

(1) to a broadcastng staton for purposes of retransmission to the general
public; or

(2) as an audio subcarrier intended for redistributon to facilites open
to the public, but not including data transmissions or telephone calls, is
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not an ofense under this subdivision unless the conduct is for the
purposes of direct or indirect commercial advantage or private fnancial
gain.

Subd. 5. /10 1-092y0
(@)(2) If the communicaton is:

(i) a private satellite video communicaton that is not scrambled or
encrypted and the conduct in violaton of this chapter is the private
viewing of that communicaton and is not for a tortous or illegal purpose
or for purposes of direct or indirect commercial advantage or private
commercial gain; or

(i) a radio communicaton that is transmited on frequencies allocated
under subpart D of part 74 of ttle 47 of the Code of Federal Regulatons
and that is not scrambled or encrypted and the conduct in violaton of
this chapter is not for a tortous or illegal purpose or for purposes of
direct or indirect commercial advantage or private commercial gain, then
the person who engages in such conduct is subject to suit by the county
or city atorney in whose jurisdicton the violaton occurs.

(2) In'an acton under this subdivision:

(i) if the violaton of this chapter is a frst ofense for the person under
subdivision 4, paragraph (a), and the person has not been found liable
in a civil acton under Minn. Stat. 8 626A.13, the city or county atorney
is enttled to seek appropriate injunctve relief; and

(i) if the violaton of this chapter is a second or subsequent ofense
under subdivision 4, paragraph (a), or the person has been found liable
in a prior civil acton under Minn. Stat. § 626A.13, the person is subject
to a mandatory $500 civil fne.

(b) The court may use any means within its authority to enforce an
injuncton issued under paragraph (a), clause (2)(i), and shall impose a civil
Tne of not less than $500 for each violaton of such an injuncton.
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California has by far been the most actve state in the privacy feld. As a
result, many Minnesota-based businesses will simply draf their website
privacy policies and other privacy practces to make sure that their
practces and procedures comply with California law.

The California state consttuton provides that: “Uff LJS20S IS 68
yIialS 7SS 1-yR tyRSLISYRSyA I-yR KI-4S Iy1-61Sy1-66S 3Kid 1Y 2y3 (KSaS
IS Sye2etya I-yR RSTSyRiy3a 1S IyR fioSuier 1-01jdiy3: L2aaSaayar I-yR
Li20S0ay3 LI2LISHGEL 1yR Lidaddy3 1-yR 206(1-4yly3 a1¥Si8r KI-LUySaa IiyR
privacy.” Ca. Const. art |, § 1.

California’s OFce of Privacy Protecton governs the state’s wide array
of privacy laws, including data security. In California, “[a] business that
owns or licenses personal informaton about a California resident must
implement and maintain reasonable security procedures and practces
appropriate to the nature of the informaton, to protect the personal
informaton from unauthorized access, destructon, use, modifcaton, or
disclosure.” [California Civil Code 1798.81.5(b)]. Such security procedures
include administratve, technical, and physical safeguards. Businesses
should establish a writen data security policy to inform employees what
is required. Businesses that own or license such personal data must
also contractually require third partes dealing with the data to protect
personal informaton.

California’s Online Privacy Protecton Act (Cal.OPPA) became the frst
state law in the naton to require operators of commercial websites or
online services to post a privacy policy.

¢KS CHI wSIOK 27 /Ifthtt!¢ Cal.OPPA extends beyond California
borders and requires a Minnesota business that operates a website that
collects personally identfable informaton from California consumers to
post a conspicuous privacy policy on its website as well as mobile apps
and mobile devices. Cal.OPPA essentally operates as a hatonal law as it
has potental impact on virtually every website or mobile app that collects
personally identfable informaton from consumers.
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The California Atorney General has been aggressive at enforcing Cal.
OPPA, including going afer businesses with corporate o¥ces outside
California. Delta Airlines was found non-compliant by not having a
conspicuous privacy policy on its mobile app called “Fly Delta.” The
California Atorney General has also reached an agreement with major
app platorms requiring apps delivered through their platorms to have
clear privacy policies.

52 b2i ¢i1-079 Cal.OPPA now includes the frst state law to address
Do Not Track (DNT) signals sent from web browsers. The law does
not require advertsers or website operators to honor those signals
but does require operators of websites and online services, including
mobile applicatons, to notfy users about how they handle DNT signals.

51I- _lISI-0K b2aU01-e2y0 A business that possesses data of California
residents is required to disclose a breach of a user’s online account
informaton. California Civil Code Secton 1798.82 specifcally requires
that the business disclose the breach of “[a] user name or email addressin
combinaton with a password or security queston and answer that would
permitaccess to an online account”. This law makes such disclosures of the
breach mandatory and creates specifc requirements for the notfcaton.

¢KS wiaKi {2 . S C2032gSyn 9ul-aSl [1-60 Efectve January 1, 2015, the
so-called California Eraser Law (Cal. Bus. & Prof. Code §§ 22580-22582)
requires website and mobile app operators to provide minors (California
residents under 18) with: 1) the ability to remove or request removal of
content that the minor has posted on the website or mobile app; 2) notce
and clear instructon on how to remove the data; and 3) notce that such
removal may not remove all evidence of the postng. The law includes
certain exceptons and ofers methods for businesses to comply with the
removal requirements. The law also imposes restrictons on targeted
advertsing to minors and prohibits operators of websites or mobile
apps from: 1) marketng or advertsing certain products to minors based
upon informaton unique to that minor, e.g., actvites, interests, profle,
address; and 2) using, disclosing, or compiling personal informaton of
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a minor, knowing it will be used for marketng or advertsing certain
restricted products such as alcohol, guns, tobacco, drug paraphernalia,
etc. The removal requirements apply to any website or mobile app that is
“directed to minors” (as opposed to general audiences) or if the operator
has actual knowledge that a user is a minor. The law does not require
the operator of the website to collect or maintain age informaton. It
may therefore be advisable for a website operator to not collect age
informaton as part of a general audience website or mobile app.

{izRSyl tiidl-08 tI2iS0a2yad California’s Student Online Personal
Informaton Protecton Act regulates the collecton, use, and disclosure of
personal informaton from K-12 students. Cal. Bus. & Prof. Code 8§ 22584
— 22585. The similar Early Learning Personal Informaton Protecton Act,
efectve July 1, 2017, applies to preschool and prekindergarten-aged
children. Cal. Bus. & Prof. Code §§ 22586 — 22587. These laws prohibit
website and applicaton operators from engaging in targeted advertsing,
amassing profles on students, or disclosing student informaton unless in
furtherance of school purposes.

/102001 /72yEaY SI tigl-08 10i0 Efectve January 1, 2020, the
California Consumer Privacy Act (CCPA) became the United States’
broadest and most stringent privacy law to date. The CCPA regulates the
collecton, use, and disclosure of personal informaton from California
residents. The CCPA defnes personal informaton broadly and applies to
any business that collects personal informaton from California residents
and (i) has annual gross revenues of $25 million or more; (ii) buys,
receives, sells, or shares the personal informaton of at least 50,000
California residents, households, or devices annually; or (iii) derives a
minimum of 50 percent of its annual revenue from selling California
residents’ personal informaton. Under the CCPA consumers have the
right to opt out of the sale of their personal informaton and businesses
are required to notfy consumers of that right in their online privacy
notce and via a conspicuous link on the website reading “Do Not Sell
My Personal Informaton.” Notces may also be required at the tme of
collecton of any data if such collecton is made at the locaton and not
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online. Consumers must be able to actually opt out of the sale of their
personal informaton by clicking a link and businesses are forbidden
from discriminatng against consumers for exercising this right. The CCPA
also gives consumers the right to request the deleton of their personal
informaton. Businesses must honor these requests except for in certain
circumstances. The CCPA is enforceable by the California Atorney
General and authorizes a civil penalty of up to $7,500 per violaton.

The law has a private right of acton. This private right of acton allows
lawsuits in the event of a data breach and the failure of a business to
have maintained reasonable data security.

The CCPA private right of acton includes statutory damages of up to
$750 per incident in the event of a data breach. If 50,000 records of a
California resident are involved in a data breach and the business failed
to have reasonable data security in place, a potental claim under the
CCPA may exceed $37.5 million. With statutory damages the plaintf’s
lawyer does not need to show any actual harm to the individual caused
by such data breach.

Final regulatons for the CCPA were approved and enforcement by
California’s Atorney General commenced July 1, 2020. The frst of its
kind private right of acton and statutory damages allowed in the CCPA
has resulted in numerous class acton lawsuits and other CCPA related
litgaton.

The frst major enforcement acton taken by the California Atorney
General under the CCPA resulted in a $1.2 million setlement with
Sephora, a French cosmetcs brand. Sephora allegedly failed to disclose
to consumers it was selling their personal informaton; failed to honor
user requests to opt out of sale via user-enabled global privacy controls;
and did not cure these violatons within the 30-day period allowed by
the CCPA.
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Refer to Atorney General Bonta Announces Setlement with Sephora as

Part of Ongoing Enforcement of California Consumer Privacy Act.

Sephora was sharing personal informaton of their customers with
third-party advertsing networks and analytcs providers, a common
practce for most businesses conductng e-commerce. To what extent
does this practce consttute the sale of data and trigger the “do not
sell” compliance obligatons of the CCPA? We now have a beter idea of
what the California Atorney General considers the sale of personal data
under the CCPA.

The California atorney general has taken the positon that sharing data
with a vendor in exchange for analytcs or ad serving is a “sale” because
Sephora “gave companies access to consumer personal informaton in
exchange for free or discounted analytcs and advertsing benefts,”
including “the valuable opton to serve targeted advertsements to
the same shopper on the analytcs provider’s advertsing network.”
According to the California Atorney General “Sephora’s arrangement
with these companies consttuted a sale of consumer informaton
under the CCPA, and it triggered certain basic obligatons, such as
telling consumers that they are selling their informaton and allowing
consumers to opt-out of the sale of their informaton. Sephora did
neither”.

The California Atorney General also announced that it had sent notces
to a number of businesses “alleging non-compliance relatng to their
failure to process consumer opt-out requests made via user-enabled
global privacy controls, like the GPC”.

Key takeaways from the Sephora setlement:

1.52 , 2d {Sff tSIa2y1£ 511K The California AG has identfed the “do
not sell my data“ obligatons of the CCPA as a focus for enforcement.
If you “sell” data include a “do not sell my personal informaton” link
on the site. The case against Sephora was based on their alleged
sale of personal informaton, as that term is broadly defned in the
CCPA. If Sephora sold personal informaton and failed to provide a
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5.52 b2{ [3y21S (KS /I6F20yil- 1g20ySeé DSySIf. The CCPA has a
thirty day cure period. Sephora’s failure to respond to the Atorney
General OFce notce of noncompliance proved costly. If you
receive a notce of non-compliance take tmely steps to correct the
problem. The thirty day cure period goes away with the CPRA.

6. hLISUI-e2y1HITS /72YLIflI-y0Ss Make sure you fully comply with the
CCPA and CPRA. Re-evaluate your privacy policies and notces
for accuracy. Confrm you have appropriate data rights request
processes in place. Review your websites and mobile apps,
especially those that contain third-party trackers or other adtech
solutons, to make sure they are adequately confgured to monitor
for and honor user-enabled opt-out preference signals, such as the
GPC.

/16520yl tlid1-08 wiaKia 10{ o/ tw 10. On November 3, 2020 California
voters passed the California Privacy Rights Act (CPRA). The CPRA
expanded the CCPA and created a new and well-funded enforcement
agency known as the California Privacy Protecton Agency (CPPA). The
CPRA aligns the CCPA even more closely with the EU General Data
Protecton Regulaton (GDPR), grantng new privacy rights to California
consumers and imposing new obligatons on companies — for example,
requiring service providers to assist “businesses” to comply with their
CCPA obligatons — a requirement for processors under the GDPR.
The CCPA employee and “B2B” exemptons were not extended under
the CPRA. The threshold for a “business” to be covered increased
from 50,000 to 100,000 consumers or households and “devices” was
removed from calculaton. The CPRA applies to personal informaton
collected on or afer January 1, 2022 with most provisions enforceable
on January 1, 2023. A new right to correct was added along with
restrictons on “sharing” data. The CPRA empowers the CPPA to issue
regulatons on obligatons to submit data privacy impact assessments.

While businesses have been preparing for enforcement of the CPRA

regulatons a California court has delayed enforcement of some of
the CPRA rules untl March 29, 2024 allowing more tme to implement
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Virginia
Virginia Governor Northam signed into law the Virginia Consumer Data

Protecton Act (VCDPA) on March 1, 2021. It became efectve January 1,
2023.

Not many were paying atenton as the VCDPA few through the Virginia
Legislature, passing by overwhelming margin in fewer than two months.
What are the implicatons of the VCDPA and how is it diferent than the
CCPA or CPRA?

The Virginia law difers from the California approach and adds a few
operatonal challenges for businesses, including:

e A broader aFrmatve consent or opt-in requirement to process
sensitve personal data.

e A broader opt-out right of processing personal data that covers
not only sales of personal data, but also targeted advertsing and
profling decisions that produce legal or similarly signifcant efects.

 Similar to the GDPR, mandatory data protecton assessments are
required for sales, targeted advertsing, and profling, including
profling that presents a reasonably foreseeable risk of unfair or
deceptve treatment.

e The roles of controllers and processors are defned with specifc
processor role-based requirements and obligatons to provide
assistance to and adhere to the controller’s instructons and to
demonstrate compliance with processor obligatons.

There is some good news for businesses:

e Employee data and B2B data is not covered under VCDPA. Personal
data under the VCDPA excludes employee, business-to-business
data, de-identfed data, and publicly available informaton.

e “Sale” of data under the VCDPA is narrower than the CCPA and is
limited to the exchange of personal data for monetary consideraton
by a controller to a third party.
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Similar to the VCDPA and to the CCPA (other than in the context of data
breaches), the CPA does not create a private right of acton. Enforcement
is exclusively with the Atorney General and District Atorneys. A
violaton of the CPA is considered a deceptve trade practce under the
Colorado Consumer Protecton Act.

Untl January 1, 2025, prior to any enforcement of the CPA, controllers
must be given a 60 day cure period (where a cure is deemed possible
by the Atorney General or District Atorney). The CCPA and the VCDPA
also provide for cure periods, though those are not set to sunset as is
provided under the CPA.

/2yyS0a0dz
The law applies to enttes that either control and/or process personal
data of 100,000 consumers or more per year, or control and/or process

personal data of 25,000 consumers or more per year if that entty
derives more than 25% of its gross revenue from selling personal data.

The Connectcut law gives consumers the right to know whether a
business collects data about them, as well as to request correctons
to or deleton of their personal data controlled by the business. The
law also gives consumers the right to opt out of data collecton and
processing for the purposes of targeted advertsing, sale, or automated
decision-making based on data profling—all opt-outs that are similar
to provisions in other states’ comprehensive data privacy laws. The
law creates afFrmatve obligatons for covered businesses to limit data
processing to what is “reasonably necessary” for their purposes, provide
a way for consumers to revoke their consent to data processing, and
protect consumers’ data with adequate cybersecurity practces. There
is no private right of acton. The law is enforced by the Connectcut
Atorney General.

The Connectcut statute became efectve July 1, 2023.
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The defnitons included in the Utah Consumer Privacy Act (UCPA) are
similar to those in Colorado and Virginia. The law applies to businesses
that are either a “processor” or a “controller” of personal data—
borrowing terminology from the European Union’s General Data
Protecton Regulaton (“GDPR”). Unlike either the GDPR or the Colorado
and Virginia laws, however, fewer businesses are covered by the UCPA
even if they otherwise would qualify as a “controller” and/or “processor.”
Only businesses that have an annual revenue of $25 million or more
and reach certain data-level thresholds are covered by the UCPA. A
business can reach these thresholds either by controlling/processing
the personal data of 100,000 or more consumers per year, or by both
deriving over 50% of its gross revenue from the sale of personal data and
controlling/processing the data of 25,000 or more customers. A business
that processes/controls the personal data of between 25,000 and
99,999 consumers per year— covered under the Colorado data privacy
law, would be exempt from the UCPA unless it also has revenue of $25
million or more per year, over 50% of which is derived from controlling/
processing personal data.

The enforcement mechanism of the UCPA is diferent than other state
privacy statutes. The Division of Consumer Protecton (“DCP”) (contained
within the Utah Department of Commerce) has the power to investgate
any consumer complaints about potental violatons of the law. Afer
investgaton, if the Division of Consumer Protecton deems the claim
legitmate then it must refer the mater to the Utah Atorney General. The
Atorney General’s ofce then conducts a second review, and may either
concur with the fndings of the DCP or dismiss the consumer’s complaint
as lacking merit. Although this might lead to a protracted review process,
the existence of two levels within the UCPA’s enforcement mechanism
might also lead to fewer complaints in which a violaton is determined to
have occurred. The UCPA does not create a private cause of acton.

The UCPA became efectve December 31, 2023.
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Massachusets has widely been regarded as the gold standard for
data security laws. Massachusets requires any company that owns or
licenses personal informaton from residents of the state to develop,
implement, and maintain a comprehensive writen policy that creates
proper administratve, technical, and physical safeguards for consumer
informaton. Massachusets follows a “sliding scale” approach, allowing
a smaller business with limited customer informaton to develop a policy
that works to protect their data, but does not require costly investmentsin
sofware or other technical safeguards. The regulatons require encrypton
of any data relatng to a Massachusets resident transmited across
a public network, as well as encrypton (not just password protecton)
of any customer data on a portable device. The State of Massachusets
makes available a “Compliance Checklist” that guides a business through
the process of creatng and implementng a comprehensive Writen
Informaton Security Program (WISP).

Massachusets data privacy laws and regulatons require all persons that
own or license personal informaton of Massachusets residents to:

[D]evelop, implement and maintain a comprehensive informaton
security program that is writen in one or more readily accessible
parts and contains administratve, technical, and physical
safeguards that are appropriate to (a) the size, scope, and type
of business of the person obligated to safeguard the personal
informaton... (b) the amount of resources available to such person,
(c) the amount of stored data, and (d) the need for security and
confdentality of both consumer and employee informaton.

[201 Mass. Code Regs 17.03(1)].
These Massachusets regulatons require policies that include training
of employees, identfying media and records that contain personal

informaton, monitoring, and verifying and requiring that third party
service providers comply with the Massachusets regulatons.
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Specifc technical safeguards are identfed such as secure authentcaton
protocols, secure access control measures, and encrypton of personal
informaton stored on laptops and mobile devices or any fles or records
that contain personal informaton and that may be transmited across a
public network.

A Minnesota business may have to pay atenton to these Massachusets
data security laws and regulatons if they collect any personal informaton
of a Massachuse'ts resident.

Many businesses have used the Massachusets WISP as a model to create
awriten data security program that not only complies with Massachusets
law but can be used to respond to customer requests for such writen
data security policies and to require vendors handling data to have the
same or similar programs in place.

bSg 21

On March 21, 2020, the data security provisions of New York’s Stop Hacks
and Improve Electronic Data Security Act (“SHIELD Act”) went into efect.
The SHIELD Act requires any person or business owning or licensing
computerized data that includes the private informaton of a resident of
New York (“covered business”) to implement and maintain reasonable
safeguards to protect the security, confdentality and integrity of the
private informaton. Violatons of the SHIELD Act are considered deceptve
acts or practces and may be enforced by the New York Atorney General.
Covered businesses may be liable for a civil penalty of up to $5,000 dollars
per violaton.

In March 2017, the New York State Department of Financial Services (DFS)
issued sweeping new cybersecurity regulatons with an unprecedented
level of accountability for senior management. The regulatons impact
fnancial insttutons, insurance companies, health plans, and charitable
insttutons, and can afect organizatons outside of New York. Under
the new rules, covered enttes must appoint a qualifed staf member
as Chief Informaton Security Ofcer (CISO) to implement and enforce a
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Minnesota and all other states have enacted laws that require notfcaton
to individuals in the event of a security breach of sensitve or personal
informaton. These laws usually cover any businesses that conduct
business in the state and own, license, or maintain informaton covered
by the statute (usually defned as the person’s name, combined with their
social security number, driver’s license number, or credit and banking
account informaton), regardless of the size of the business.

In general, most state laws require that companies disclose a data breach
to afected residents of the state. Some statutes also require notfcaton
of law enforcement, consumer protecton boards, or credit agencies. Most
breach notfcaton laws set forth notfcaton guidelines as to how soon a
company is required to inform customers of a data breach (e.g., without
unreasonable delay); the existence of civil or criminal penaltes for failure
to notfy; the existence of a private right of acton, if any, against the
company; and any exemptons that apply to certain businesses or certain
breaches. Some state laws distnguish between material and nonmaterial
breaches.

{{iIiS [1-54 b2i 'yI2lY. Most state laws, including Minnesota’s,
provide a notfcaton scheme and require notce to individuals afer a
“breach of the security system.” [See Minn. Stat. § 325E.61 on pages 88-
90]. But these state laws are not identcal and include their own subtle
distnctons and provisions. For example, some laws only require notce
when there is a “material” or “signifcant” risk of harm from the security
breach. Note that in Minnesota, social security or account numbers
alone may not trigger notfcaton, as they must be coupled with another
identfer, such as a name. Some state security breach notfcaton
laws (such as Wisconsin) are triggered even if just account numbers or
related access codes are compromised. Some states also have specifc
requirements for what must be included in the breach notfcaton.
alyySa2il- R2Sa y2i KIS I- 350000 02yiSyl USIjaSY Syl Timing of
the notce is vague in most states and is required to be done within a
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informaton with third partes without efectve disclosure to consumers.
PIPPA provides a private right of acton for aggrieved consumers and
provides civil penaltes—$2,500 for a frst ofense and $5,000 for
subsequent ofenses.

{{I-0S [1-oansHHil- _1i2150& Vermont enacted the United States’ frst
statute regulatng data brokers who buy and sell personal informaton. The
law requires data brokers to register with the Vermont Atorney General
(AG) and pay an annual registraton fee, as well as reportng their practces
to the AG annually. The law also requires data brokers to implement and
maintain a comprehensive security program. The registraton and data
security requirements become efectve January 1, 2019. The remainder
of the requirements became efectve immediately.

{{I-0S [I-eartingl-0g t26015% In 2017, Nevada joined California and
Delaware as one of three states with laws mandatng online privacy
policies. Like the other state privacy policy laws, the Nevada law contains
content requirements. Under the Nevada law, privacy policies must: (i)
identfy categories of personal informaton collected through the website
and the categories of third partes with whom the personal informaton
may be shared; (ii) inform users about their ability to review and request
changes to their informaton collected through the website; (iii) disclose
whether third partes may collect informaton about users’ online
actvites from the website; and (iv) list the efectve date of the policy.

¢KS T2ff2ly3 41053 KIS LII-4aSR fl-ga 20 KI9S 1-0a0S oifta 14 27
5505Y 03I HmI HaHo NSEHISR (2 RIGI- LN@I-08Y

MAINE
LD 1973 Maine Consumer Privacy Act
LD 1977 Data Privacy and Protecton Act
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NEVADA

Nevada passed an amendment to its online privacy law requiring
businesses to ofer consumers a right to opt-out of the sale of their
personal informaton. The amended law became efectve October 1,
2019.

Nevada’s law contains two signifcant changes to its existng online privacy
law: (1) a requirement that businesses provide an online mechanism (or
toll-free phone number) that permits consumers to opt-out of the “sale”
of their personal informaton and (2) the exclusion of fnancial insttutons
subject to Gramm-Leach-Bliley, enttes subject to HIPAA and certain
motor vehicle manufacturers and servicers from the scope of the law.

Existng Nevada Privacy Law

Nevada'’s online privacy law which has been in efect since 2017 applies to
“operators” of websites and online services that collect certain personal
informaton from Nevada consumers. “Covered Informaton” under the
law is (1) a frst and last name, (2) a home or other physical address
which includes the name of a street and the name of a city or town, (3)
An electronic mail address, (4) a telephone number. (5) a social security
number, (6) an identfer that allows a specifc person to be contacted
either physically or online, (7) any other informaton concerning a person
collected from the person through the Internet website or online service
of the operator and maintained by the operator in combinaton with an
identfer in a form that makes the informaton personally identfable.
The primary requirement of the law is that operators must provide an
online notce disclosing:

~ categories of covered informaton it collects,
« categories of third partes with whom it shares covered informaton,

= the process for consumers to review and request changes to their
covered informaton,

= the process for notfcaton of material changes to the notce, and

e whether it collects covered informaton about an individual
consumer’s online actvites.
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Opt-Out Requirements

Businesses subject to this Nevada law must allow consumers to opt-out
of the sale of their covered informaton. Similar to the CCPA businesses
must have a process to verify the legitmacy of the consumer opt-out
request. A business must respond to the request within 60 days (with a
possible 30 day extension with notce to the consumer). Unlike the CCPA
Nevada does not require the business to provide a conspicuous notce
of the opt-out right, such as the “Do Not Sell My Personal Informaton”
buton. This opt-out process should however probably stll be described
as an opton in the privacy notce.

Defniton of “Sale” More Limited than CCPA

Nevada defnes “sale” as the exchange of covered informaton for
monetary consideraton and to exchanges where the receiver will
license or sell the informaton to additonal persons. The CCPA defniton
includes non-monetary consideraton. The defniton contains additonal
exceptons for data transfers to third partes (a) who process data for the
operator or are afliates of the operator, (b) who have a direct product or
service business relatonship with the consumer or (c) where the transfer
would be consistent with the consumer’s “reasonable expectatons” in
the context the informaton was provided.

Health Care and Financial Insttutons Exempt

Nevada fully exempts health care and fnancial insttutons subject to
GLBA and HIPAA. The CCPA only exempts the personal informaton that is
collected pursuant to HIPAA or the GLBA, but the entty may be covered
if it collects or uses personal informaton not within the scope of such
federal laws.

Acton Items

Businesses subject to this law should determine whether they are selling
covered informaton within the scope of this new law. If so a process
should be established to allow consumers to opt-out. The online privacy
notce may need to be updated.
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On February 22, 2021, the “Minnesota Consumer Data Privacy Act” was
frst introduced as HF 1492 in the Minnesota House of Representatves.

The proposed Minnesota Consumer Data Privacy Act (“MCDPA”) is similar
to the Virginia Consumer Data Protecton Act (“CDPA”).

As introduced, the MCDPA would apply to companies doing business
in Minnesota, including those that provide products or services to
Minnesota residents, so long as these companies: (1) process personal
data of at least 100,000 consumers; or (2) generate more than 25% of
their gross revenue from the sale of personal data, while also processing
the personal data of at least 25,000 Minnesota consumers. The MCDPA
would also govern a wide range of actvites related to the processing of
consumer personal informaton, including creatng a variety of consumer
data rights. For example, the bill gives consumers a variety of consumer
privacy rights, including the right to verify, correct, delete, access, and
opt-out of processing of their personal data. It also sets forth the tme
frames and other conditons for companies to respond to these consumer
requests, and further provides requirements for data protecton
assessments and consumer privacy notces.

Enforcement of the MCDPA is by civil acton brought by the atorney
general, with injunctve relief available, as well as civil penaltes of up
to $7,500 for each violaton. The proposed MCDPA does not currently
include a private right of acton.

No hearings on any Minnesota privacy legislaton have been held as of
December 21, 2023.

MISSISSIPPI
SB 20802543 Mississippi Consumer Data Privacy Act
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NEW YORK

SB 3162

A 6319

A 4374

A3593 American Data Privacy and Protecton Act
A3308

S 2277 Digital Fairness Act

SB 365 New York Privacy Act

A 2587 New York Data Protecton Act

SB 5555 It’s Your Data Act

RHODE ISLAND

HB 6236 / SB 754 Rhode Island Data Transparency and Privacy Protecton
Act

HB 5745 Rhode Island Personal Data and Online Privacy Protection Act

WASHINGTON

HB 1616

HB 121

SB 5643 Peoples Privacy Act

VERMONT
HB 121 Bill to enhance consumer privacy

WEST VIRGINIA
HB 3498
HB 3453 Consumer Data Protection Act

SUMMARY

Although many states have introduced legislative initiatives, the
only states with new laws in 2023 are California, Utah, Virginia,
Colorado, and Connecticut. We expect to see more activity in the
state legislatures with Minnesota and additional states joining
California, Virginia, Connecticut, Utah, and Colorado in the
movement towards CCPA and GDPR type laws.
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that the transfer of personal data from the EU to the United States is
not permited without the business taking extra steps to assure that it
adheres to the same privacy principles that exist in Europe.

The European Parliament and the Council of the European Union started
from the principle that privacy is a fundamental right that must be
protected whenever personal data is processed. In the United States,
privacy rights are less clear and, as discussed in this Guide, are covered by
a patchwork of federal and state laws. Informaton and data is considered
more like a property right (e.g., who owns the data?) in the United States
with the idea that a business can generally use the informaton or data
as they desire unless otherwise prevented by a specifc law or regulaton.
Specifc informed consent from the individual who is the subject of the
data is not always a legal requirement.

In the United States, the primary method of obtaining consent to use
personal informaton is for aperson to “opt- out” by signifying that they are
not interested in partcipatng or receiving any further communicatons.
In Europe personal consent is primarily obtained through an “opt in” by
the individual and requires an afrmatve acknowledgement and consent
by the person for the informaton to be collected and used.

9" mipdpp 5Hil- SMSOa@SkDSYSIIH SI-il- thi2iS0a2y
wS3ditl-a2y

The privacy model developed by the EU was formally expressed in the
1995 EU Data Directve (95/46/EC3) untl it was replaced by the EU
General Data Protecton Regulaton (GDPR) in 2018.

Under the EU Data Directve, each EU member state established,
implemented, and enforced its own regulatory structure consistent with
the guidance provided by the EU Directve. The EU Data Directve was,
however, not in itself a law applicable to all private citzens. Instead, it
served only as a guide to the general content of the natonal laws adopted
by each member state.
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Each of the 27 members of the EU was responsible for adoptng and
enforcing their own privacy or data protecton laws. Countries that
are not members of the EU, such as Norway, Iceland, and Switzerland,
adopted EU compliant laws as part of their integrated trade policies. ¢Kia
91 51S0adS ISY IySR ty”StS0l dzyat nnmy GKSy i &1-4 ISLII-OSR 6@ (1KS
D5tw RI&00zaaSR 0524.

The EU Data Directve had fve principles that are set forth in Artcle 6 of
the Directve as follows:

Artcle 6
1. Member States shall provide that personal data must be:
(a) LN20S&ESR FI-M2 and lawfully;

further processed in a way incompatble with those purposes. Further
processing of data for historical, statstcal or scientfc purposes shall
not be considered as incompatble provided that Member States provide
appropriate safeguards;

(c) I-RSIjdzI-GS1 NSESAI-yE I-yR y2ii SE0Sa&MdS in relaton to the purposes for
which they are collected and/or further processed;

(d) 1-00dz01-0S 1-yRT GKSNS yS0Saal-ier 15Li dzL (2 RI-iST every reasonable step
must be taken to ensure that data which are inaccurate or incomplete,

having regard to the purposes for which they were collected or for which
they are further processed, are erased or rectfed;

(e) kept in a form which permits identfcaton of data subjects for no
longer than is necessary for the purposes for which the data were collected
or for which they are further processed. Member States shall lay down
appropriate safeguards for personal data stored for longer periods for
historical, statstcal or scientfc use. iSYLKI-d1a I-RRSR8

51I- /2y2{tSN0 21 tl2054521K The EU Data Directve established the
concepts of a “controller” and “processor” and created specifc legal
obligatons applicable to the data controllers. A controller determines the
purposes and means of the processing of personal data. The controller
decides how the data is collected, stored, used, altered and disclosed.
The processor is a person (other than an employee of the controller)
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51I- tli2iS0a2y” hY0SIi# Data protecton oFcers will need to be
hired where data processing is a “core” actvity and where sensitve
data is processed on a “large” scale.

/2yaSyl wSIjaiSY Sylias Consent is required in more circumstances
than under the EU Data Directve and it must be either by a statement
or a clear aFrmatve acton. Consent has to be demonstrable upon
demand, able to be retracted at any tme , and will not be considered
valid if a data subject has to give consent to processing for the
provision of a service where the processing is not necessary to the
actual performance of the contract.

aSy oSl {iIiSa As a regulaton instead of a directve, the GDPR is
directly applicable in member state’s natonal laws. The intent of the
GDPR is to harmonize data protecton law across the EU, however
each member state may enact its own laws to implement the new
regulaton and may enact more stringent data protecton laws above
the GDPR’s requirements.

/KIfRISY® When an online service is required to obtain consent,
the consent must be obtained from the parent or guardian if the
concerned individual is under 16, unless the member state passes
a law to lower this age. Nevertheless, the age cannot be lower than
13.

{SyalefS 5l More stringent requirements apply to sensitve
data than under the EU Data Directve, including genetc, biometric,
health, racial, and politcal data.

9yKIyOSR b2a0S YR LyF2lY l-e2y” hofidl-e2yd Controllers must
provide any informaton they hold about a data subject, free of
charge, and within one month of request. More details may need to
be disclosed to data subjects, both initally (e.g. in a privacy policy)
and in response to access requests. Controllers may be required
to allow individuals to obtain a full copy of their data in a standard
format and possibly facilitate transfer of data to others.
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For over 15 years, a Minnesota business could qualify to transfer personal
data from EU countries if it partcipated in the EU-U.S. Safe Harbor
Program. This Safe Harbor Program is no longer available.

hy h0i205 ¢ Hamp iKS 9di2LISIy /24 27 Wizda0S tyBI-RI-ISR (KS 9 4
1ofo {19S THIG21 1NSSYSyi iKIHi 16626SR (KS ai201-3S 1yR LN20S4aty3
2F LISIa2y1-€ RI-I- 27 91 OlolSya a2 f2y3 14 (KS odalySaa aSt0SiaUSR
02Y LII-y0S @ik 0SHil-ty Ld1-08 260453 I-yR LI20SRdziISas

tlig1-08 {KIStRo On February 2, 2016 the European Commission and U.S.
Department of Commerce announced a new data transfer framework, the
EU-U.S. Privacy Shield, to replace the invalidated Safe Harbor Agreement.
The Privacy Shield included a new federal ombudsman to oversee
intelligence access to EU citzen data, a mult- step complaint resoluton
process for EU citzens, and a number of other new provisions. The Privacy
Shield was more stringent than the Safe Harbor relatve to enforcement,
remedies, onward transfer restrictons, certfcaton, and notce and
choice obligatons. On July 12, 2016, the European Commission approved
the EU-U.S. Privacy Shield Framework. The Privacy Shield consisted of 7
key principles:

= Notce: An organizaton must inform individuals about what data it
collects, the purposes for which such data is collected, and the type
or identty of third partes to whom data might be disclosed.

e Choice: An organizaton must allow individuals the opportunity to
opt out of having their data disclosed to third partes or used for
purposes other than those for which it was originally collected.
Organizatons must obtain afrmatve express (opt-in) consent to
disclose sensitve informaton (such as medical conditons, racial
informaton, etc.) or to use such informaton for purposes other
than those for which it was collected.
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e Accountability for Onward Transfer: Organizatons must enter into
contracts with any third partes to whom they transfer personal
informaton. These contracts must specify that the data may only be
processed for limited and specifed purposes.

e Security: Organizatons must take reasonable and appropriate
measures to protect informaton from loss, misuse, unauthorized
access, disclosure, alteraton, or destructon.

= Data Integrity and Purpose Limitaton: An organizaton may not
process personal informaton in a way that is incompatble with the
purposes for which it has been collected or subsequently authorized
by the individual.

e Access: Individuals must be allowed the ability to access their
informaton and to correct, amend, or delete inaccurate informaton.

e Recourse, Enforcement, and Liability: Privacy protecton must
include robust mechanisms for assuring compliance with the
Principles, recourse for individuals who are afected by non-
compliance, and consequences for the organizaton when the
Principles are not followed.

hy lidzfé mcl Hannl §KS /20 27 Wizda0S 27 (KS 9di2USIly ! yiRy 1addSR I-
WRIY Syl RSOfMIY3 I3 dlyBI-HRE (KS 9dai2LiSIy /2Y Yiadl2yla 580112y
0930 HAMCKMHPA 2T wmH ldzfé Hame 2y (KS IRSIjdzl-08 27 (KS LN2iS0a2y
LI2ZIRSR 68 (KS 9tk ofo tidl-08 {KIStRe 1a I- Sadzell 27 (KI-i RSOM2YI (KS
9 rnto{o tid1-08 {KISER CUI-'Y'S&211 1 y2 2y3SH I IR Y SOKIyIEY (2
02Y'LIe SliK 9§ RI-I-LNi2(S0a2yNSIjaNS Y Syta aKSytlil-yarSiitya LiSia2y 1€
RII- Ti2Y (KS 9d2i2LIS 1y D yizy 2 (KS ¥ yRiSR {iil-iSa OleTSyar 02 Y Lil-yiSal
I-yR 320Sy'Y Syflias 13 27 (KS Liizofi0l-a2y 27 (Kl DiRS ly 550SY 0S5 HaHo
odzatySaaSa 01y 02yalRSN (KS SI-iI- tiid1-08 Clil-Y S&217 RiadiaaSR 05260
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Nyl wSySgl€ 27 {IFS 111621 al-yRI-i211&% Upon submission by the
Minnesota business of the self-certfcaton form to the U.S. Department
of Commerce, the materials were reviewed for completeness before the
business was posted on the list of Safe Harbor or Privacy Shield companies.
Self-certfcaton was required annually for contnued compliance with
the Safe Harbor or Privacy Shield Principles.

ce/ 9yr2M0SY Syl 21 {I9S 1162 In the wake of revelatons by
Edward Snowden about the Natonal Security Agency (NSA) and U.S.
government surveillance and the perceived lack of enforcement actvites
regarding the Safe Harbor, European lawmakers and data privacy o¥cials
repeatedly questoned the eFcacy of the EU-U.S. Safe Harbor agreement.
Critcs called for suspension or terminaton of the program. There was
also concern as to whether businesses on the list actually adhered to the
Safe Harbor principles. The FTC responded to these European concerns
and allegatons by taking a more proactve and aggressive approach to
enforcement.

At least 13 American businesses (including several NFL teams) agreed to
setle FTC charges that they falsely claimed compliance with the EU-U.S.
Safe Harbor program. These actons were brought under Secton 5 of the
FTC Act.

In February 2014, the FTC setled a case In re Fantage.com Inc. (FTC File
No. 1423026) involving Fantage.com, the maker of multplayer online role
playing games aimed at children. The company claimed to be certfed
under the Safe Harbor program but had let its certfcaton lapse and
failed to maintain current status as a partcipant in the Safe Harbor
Program. The FTC alleged that statements made on the Fantage website
about Safe Harbor partcipaton were therefore false and misleading for
the period of tme such certfcaton had lapsed. Under the setlement
with the FTC, Fantage is prohibited from misrepresentng the extent to
which it partcipates in any privacy or data security program sponsored
by the government or any other self-regulatory or standard-settng
organizaton. The setlement agreement also obligates Fantage to report
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to the FTC no later than 30 days prior to any changes afectng Fantage’s
ability to comply with the terms of the setlement. The order terminates
in 20 years.

ALL OF THESE CONCERNS WITH THE SAFE HARBOR CULMINATED IN THE
INVALIDATION OF THE SAFE HARBOR FRAMEWORK BY THE EUROPEAN
/hiwe hC Wg{¢l/9 b h/¢h.9w Hampt {lal['w /hb/9%wb{ =9w9
RAISED WITH THE SHORT LIVED PRIVACY SHIELD THAT WAS ALSO
Lb+1[L51¢95 Lb HaHuno . 3 {Lb9{{9{ /'b bh= /hb{l5%w ¢19 51¢!
PRIVACY FRAMEWORK DISCUSSED BELOW

Despite the loss of some legal protectons aforded by the Safe Harbor
framework and Privacy Shield, businesses may stll derive benefts and
contnued legal protectons from actons they may have taken as necessary
to comply with the Safe Harbor and Privacy Shield requirements. All of
these actvites demonstrate that a business takes privacy seriously and
might be used as evidence to support a defense against any claims or
government investgaton as to lax privacy and data security practces.
This will however not be the case where a business who certfed
compliance with the Safe Harbor framework or Privacy Shield did not
actually implement the required actons.

azRst /2y0i-0tan{ilyRIMR /2yHiI-00l /ilaass
6{/ 740

The GDPR allows for the use of so-called “model contracts” or Standard
Contractual Clauses (“SCCs”). A business that uses SCC’s that have been
approved by the European Commission in their agreements concerning
the transfer of personal data to countries outside of the EU may be
deemed to have adequate data privacy safeguards. [For more
information on how to use these “model contracts” see Standard
Contractual Clauses (SCC)]. Model contracts remain, for now, a viable
option but have been under fire by privacy advocates in Europe who
view them like the now invalidated Safe Harbor program and Privacy
Shield.
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https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en

On June 4, 2021, the European Commission issued two new sets of
SCCs: (i) one for the processing of personal informaton between data
controllers and data processors who are subject to the GDPR, and (ii) one
for the transfer of personal informaton outside of the European Union
(“EU”).

The GDPR lays out specifc, compulsory clauses that are required to be
in contracts between data controllers and data processors, where such
data processors process EU personal informaton on behalf of such data
controllers. These compulsory clauses, as well as other recommended
clauses, have been assembled by the European Commission for the
convenience of the partes into one document: these Set One SCCs. These
Set One SCCs are primarily designed to be used for intra-EU transfers,
or other transfers to data processors where the Set Two SCCs are not
required.

To maintain the validity of these SCCs, it is important to note that they
cannot be modifed, however, they can be expanded upon, or included as
part of a broader contract, as long as such additons do not contradict or
detract from these SCCs as writen.

Am | a data controller? A data controller is the entty that chooses the
purposes and means of processing. Data controllers are the owners of
the data.

Am | a data processor? A data processor can only process data under the
instructons of, and on behalf of a data controller. Data processors are
typically service providers.

Untl recently, the two most commonly used mechanisms in the US were
the old SCCs and the EU-US Privacy Shield Framework (the “Framework™).
Since the Privacy Shield was invalidated in July 2020, companies have
had to turn to other approved mechanisms such as the SCCs. They can
now consider the Data Privacy Framework discussed below.
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e optons and even some requirements for mult-party use;
< more choices for governing law and venue during a dispute; and

= more explicit requirements on both partes with respect to the
new Schrems Il analysis regarding the potental for overly intrusive
foreign government access programs.

_lyRiy3 /72120108 wiztSa

The EU developed the concept of Binding Corporate Rules (BCRs) to
allow multnatonal corporatons to make intra-organizatonal transfers
of personal data across borders and stll be in compliance with EU data
protecton law. The BCR is essentally a global code of conduct based upon
European privacy principles, prepared by a business and approved by the
relevant regulator. BCRs can be used instead of the Safe Harbor, Privacy
Shield, or model contract clauses as a way to meet the “adequacy” test
imposed by the EU. As the Safe Harbor and Privacy Shield came under
strong EU critcism and was ultmately invalidated, the use of model
contracts and BCRs by American businesses for compliance has increased.
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In October 2022, President Biden issued Executive Order (EO)
14086 to bolster privacy and civil liberties safeguards with regard to
U.S. signals intelligence. EO 14086 provided stronger safeguards and
created a new redress mechanism, fully addressing the concerns raised
by the CJEU in 2020.

On July 10, 2023, the EU adopted an adequacy decision for the EU-U.S.
Data Privacy Framework (DPF) after determining that the additional
safeguards included in EO 14086 and the EU-U.S. DPF provided an
adequate level of protection for personal data transferred from the
European Union.
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Each EU member state can, however, enact its own cookie law and there
has been some variaton in the consent requirements required. For
example, in some countries, consent can be obtained via browser setngs
while others may require the express consent for use of cookies.

There has been lax enforcement of these cookie restrictons and some
have critcized these eforts as misguided and of litle value to data privacy.

¢KS ortiigl-08 wS3dztl-o2yh Similar to the replacement of the EU Data
Directve with the GDPR, the proposed E-Privacy Regulaton (otherwise
known as the cookie law) is planned to replace the E-Privacy Directve.
Currently being drafed and revised, the E-Privacy Regulaton will
update and provide protectons on cookie settngs and direct marketng
communicatons. The E-Privacy Regulaton originally was intended to
come into efect on May 25, 2018, together with the GDPR, but has stll
not been adopted.

Article 29 Working Party? The Artcle 29 Working Party is a special
group formed in the EU for the expressed purpose of overseeing specifc
issues such as workplace privacy and handling of employee data. The
group is composed of representatves of the DPAs, the European Data
Protecton Supervisor, and the European commission. The Working Party
issues opinions and ofers guidance on data privacy to the member states.
In additon to the opinion on “cookies” mentoned above they have issued
the following recent opinions regarding consent and cloud computng:

Article 29 Data Protection Working Party Opinion 15/2011 on
Definition of Consent, 01197/11/EN (July 13, 2011) provides that valid
consent requires aFrmatve indicaton of consent such as a signature or
checking a box.

Article 29 Data Protection Working Party Opinion 05/2012 on
Cloud Computing 01037/12/EN (July 1, 2012) describes potental data
protecton risks, focusing on both individuals lack of control over their
personal data and insu¥cient informaton about how the data is used.
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CANADA
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In 2020, Canada’s federal Minister of Innovaton, Science and Industry
submited Bill C-11, 1y 10 {2 Sy1-0i iKS /2yadrY Sil tiidl-08 tii2iS0a2y 10i
IyR KS tSIa2yl€ Lyr20Y 1-e2y I'yR 5I-il- ti2(S0a2y ¢lioiy1£ 10i 1yR (2
YIS 02yaSljiSyalt IiyR ISH-GSR 1Y SyRY Syt {i2 2iKSi 10if more simply
referred to as the 513Nl ZKIHIiSH LY LIS Y Sytil-e2y 100l naHnl (“CPPA”) for
consideraton in the House of Commons.

As of December 31, 2023 the CPPA had not yet become law.

Under the CPPA, the federal privacy commissioner would have the power
to investgate and prosecute any organizaton that violates the framework
imposed by the CPPA. The penaltes would also be more severe than
those imposed by PIPEDA.

This would be one of the strictest privacy laws in the world, comparable
to the GDPR or the California Consumer Privacy Act.

Many American businesses have crafed their privacy policies to comply
with PIPEDA, knowing that PIPEDA fulflled the requirements for self-
certfcaton under the now invalidated EU-U.S. Safe Harbor and Privacy
Shield program administered by the U.S. Department of Commerce.

Compliance with PIPEDA will also satsfy most of the requirements for the
privacy laws of any of the member states of the EU.

Canada moved quickly to adopt legislaton that complied with the 1995
EU Data Directve in order to both promote e-commerce and trade with
the EU. PIPEDA adopts ten privacy principles:

HilyOILIS m T 10024zy/8l-0fiie

An organizaton is responsible for personal informaton under its control
and shall designate an individual or individuals who are accountable for the
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organizaton’s compliance with the following principles.

tlyOILIES H T LRSyaTely3 til2aSa

The purposes for which personal informaton is collected shall be identfed
by the organizaton at or before the tme the informaton is collected.
tlyOILIES 0 T /72yaSyl

The knowledge and consent of the individual are required for the collecton,
use, or disclosure of personal informaton, except where inappropriate.
tiyOILS n T [AYley3 /2{tS0a2y

The collecton of personal informaton shall be limited to that which is
necessary for the purposes identfed by the organizaton. Informaton shall
be collected by fair and lawful means.

tlyOILES p T [AYley3 1aSI 51a0t2adiS IiyR wSiSya2y

Personal informaton shall not be used or disclosed for purposes other than
those for which it was collected, except with the consent of the individual
or as required by law. Personal informaton shall be retained only as long as
necessary for the fulfliment of those purposes.

Ty OIS ¢ © 100dziI-08

Personal informaton shall be as accurate, complete, and up-to-date as is
necessary for the purposes for which it is to be used.

tyOILES T ¢ {1753dHIRE

Personal informaton shall be protected by security safeguards appropriate
to the sensitvity of the informaton.

tyOILES y © hLISYySaa

An organizaton shall make readily available to individuals specifc
informaton about its policies and practces relatng to the management of
personal informaton.

HiyOILIS ¢ T LyRidIRazI€ 100543
Upon request, an individual shall be informed of the existence, use, and
disclosure of his or her personal informaton and shall be given access to

that informaton. An individual shall be able to challenge the accuracy and
completeness of the informaton and have it amended as appropriate.

154



TyOILES mn T ZKIESy3ly3 /2 Y LEk-y0S
An individual shall be able to address a challenge concerning compliance

with the above principles to the designated individual or individuals
accountable for the organizaton’s compliance.

There is litle diference between the privacy principles of the EU and
Canada.

/IR War{UIY [I-6 ({/ nnmnl/Hob

Efectve July 1, 2014, Canada enacted one of the strictest laws intended
to discourage unsolicited emails from businesses. The Canada Ant-Spam
Law (CASL) broadly prohibits the sending of any electronic message that
encourages partcipaton in a commercial actvity. CASL includes an opt-
in regime that has serious ramifcatons for any business that promotes
their products or services in Canadian markets. The defniton of
“electronic message” includes emails, text messages, phone calls, instant
messaging, and social media. There are some exceptons for express or
implied consent. Commercial electronic messages must include certain
informaton including an unsubscribe mechanism. Penaltes are severe —
up to CAD $1,000,000 for individual ofenders and up to CAD $10,000,000
for a corporate ofender.

The frst enforcement acton under CASL was on March 5, 2015 and
included a fne of CAD $1.1 million (USD $800,000) against Compu.
fnder Inc. based upon the sending of commercial electronic messages to
individuals without their consent and without a functonal unsubscribe
mechanism. This acton was followed, on March 25, 2015 with a
setlement with Plentyo¥sh Media, Inc. for CAD $48,000 (USD $34,800)
for sending commercial electronic messages to registered users and
failing to prominently display the unsubscribe mechanism.

It is important to note that the above actons were taken by the
government  through the Canadian  Radio-Television and
Telecommunicatons Commission (CRTC). Provisions concerning a
private right of acton were scheduled to come into force in
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July 2017, but have been suspended in response to broad-based
concerns raised by businesses, charites, and the non-proft sector.
Minnesota businesses should be looking at their promotonal emails,
texts, newsleters, and other electronic communicatons that are sent
to Canadian residents to see if they ft within the exemptons under
CASL, or make sure that appropriate consent has been obtained. When
reviewing customer and contact lists, it is also necessary to keep records
showing consent. [For more information on CASL see, Frequently Asked
Questions about Canada’s Anti-Spam Legislation].

OTHER COUNTRIES

Global privacy law is in fux, but an overview of some of the recent global
privacy happenings demonstrates that it is no longer su¥cient to look to
the United States and the EU for trends in privacy law; it is tme to start
thinking about privacy on a global scale.

e Brazil's General Data Protecton regulaton (LGPD), a law similar to
the GDPR, became efectve December 2020.

= Japan and the EU agreed to recognize each other’s data protecton
systems as equivalent, so data transfers between countries are now
possible without further authorizatons;

e India’s Digital Personal Data Protecton Act was passed in August
2023 (“DPDP”). The DPDP is similar to the GDPR and has an
extraterritorial reach.

e Thailand’s Personal Data Protecton Act (PDPA) ,highly infuenced
by the GDPR became efectve June 1, 2022. PDPA violators face the
risk not only of fnes, but the possibility of criminal prosecuton and
imprisonment for up to one year.

= China has recently joined the list of countries that have adopted the
world’s strictest data-privacy laws. China’s frst atempt to regulate
the internet was its Cybersecurity Law (“CSL”) of 2017. In 2021
China passed the Data Security Law of the P.R.C (“DSL”), which came
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into efect on September 1, 2021. China also passed the Personal
Informaton Protecton Law of PR.C. (“PIPL”), which came into
efect on November 1, 2021. The PIPL resembles EU’s General Data
Protecton Regulaton (“GDPR”) in many aspects and is promising to
reshape the handling of personal informaton in China.

Privacy and data protecton has now become a global discussion, and we

expect more and more countries to be implementng and updatng their
laws to respond to this ever-evolving area of the law.
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BEST PRACTICES

As you read through this Guide you may be overwhelmed by the sheer
number of laws and regulatons. How can a business possibly comply with
so many laws and regulatons? Is it even possible for a business to limit
the potental risks? A good place to start is to frst determine what you
are already doing relatve to the collecton, storage, and use of personal
informaton. There may be some basic preventve actons and steps you
can take before a data breach or other incident arises. In this secton, we
suggest basic actvites that should help a business be more prepared in
the event of a data privacy breach or other security incident.

YSé vizSaa2ya 9958 . dalySad {K2utR 147 wStl-iSR
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The following are some basic questons that general counsel, senior
management, and corporate directors should be asking themselves and
their companies about data privacy and security:
= Why should my business be concerned?
» What personal informaton do we collect and what do we use it for?
e What personal informaton do we share with others?
» Why do we share this informaton?
» How does data fow through our company?
e Where is it stored?

e What steps do we take to protect personal informaton that we
collect?

158



e What corporate data privacy and security policies and procedures
are in place?

» Do we have a social media policy?
* Do we use social media as a business tool?

e What does our website privacy policy say and is it consistent with
actual business practce?

e When were the privacy policies and procedures, including the
website policy and social media policy, last updated?

= Do we have a technology use policy? What does it say and when was
it last updated?

e What business operatons are ted directly to computer networks?
= What business records are accessible via the network?
e How, in layperson language with no technospeak, is our data secure?

* Who in the business is responsible for the security and integrity of
our system and data?

< Who would want to target us?
e |s a data breach likely to come from within or outside the business?
» Are we confdent that our security is current and up to date?

» Do we have a person responsible for data privacy and security? Do
we need one?

« What outside professionals do we use for data privacy and security
consultaton?

= How do we authorize and control access to our data?

< Is the level of access appropriate for the job ttle and responsibility?
* How is access terminated?

* How do we learn of a breach or unauthorized access to our network?

e How do we prevent unauthorized users from accessing our system
and data?
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* What must be included in a data breach notce and when and to
whom must it be disclosed?

» What are the risks to our business for noncompliance with any
obligatons we might have to notfy of a data breach?

« Have we made proper disclosures to investors regarding the risks of
a data breach?

e What are potental damages, risks, fees and penaltes to
management, the board of directors, shareholders, and the business
in the event of a data breach?

e What role can state or federal investgators play in the event of a
data breach or other incident where our system is accessed by an
unauthorized party?

« How would we work with the FBI or other law enforcement on data
breach?

< How would we work with outside legal counsel?
< How would we handle public relatons in the event of a data breach?
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The questons above can be the prelude to a more systematc internal
audit of data privacy and security practces of the business followed by
implementaton of a privacy compliance program.

There is no one-size-fts-all privacy compliance program.

If litle or no customer informaton is collected by the business, and
customer privacy is not generally considered part of the service, the
compliance program and training would be far diferent than it would be
for a business that collects, uses, and shares personal data as a key part
of its business and related services.
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All businesses, however, should have adequate safeguards and security
systems in place to protect personal data in their possession and a process
to systematcally handle any data breaches that might arise.

Frequent and targeted compliance audits provide a way for a business to
contnually assess weaknesses and measure improvements in data privacy
policies, procedures and security. These audits should be conducted at
all levels. The key to success is to have involvement from the CEO down
to the receptonist when assessing how a company collects and uses
personal informaton and the data they are obligated to maintain for their
customers and employees.
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Every business should prepare for a potental data breach by creatng
and implementng a company-wide data breach plan. Not all security
incidents are a data breach. This is important because the response to
a data breach requires a diferent set of consideratons than a security
incident.

In the event of a security incident or data breach, a business should
pursue the following simultaneous lines of inquiry:

e Detail the chain of events including an inital determinaton as to
whether an unauthorized disclosure or breach occurred. Note that
not every unauthorized disclosure of data consttutes a breach and
triggers compliance with notfcaton and other legal obligatons.

e What data was obtained?
e Was data encrypted?

e Has the unauthorized disclosure been terminated or is it ongoing? If
it is ongoing, how can it be stopped?

e Identfy the states where the individuals afected by any breach
reside.
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« |dentfy the relevant legal obligatons, if any, that the business owes
regarding potental notfcaton of breach, and tmelines for sending
any notces.

e Evaluate insurance coverage and take appropriate steps to fle a
claim.

e What federal, state, and internatonal laws are implicated by the
“breach” or “incident”?

« Should law enforcement be called?
< Should an outside technical or forensics consultant be engaged?

= Should outside legal counsel be called?

tilyyly3 120 I- {SOdiie LyOiRSyt 20 5Hl- .NSI-0Ke A response plan
should be in place well in advance with details as to exactly how a security
incident or an actual data breach will be handled. This plan should be
reviewed on a regular basis with appropriate personnel educated on
their responsibilites. This comprehensive data breach response and
notfcaton plan might be included as part of broader disaster recovery
or business contnuity plans.

IROIYOS  tilyylyd IyR tlSUMI-e2y® The creaton of the
response plan should engage multple business interests including
legal, informaton technology, operatons, fnance, human resources,
communicatons, and marketng. The involvement of upper management
is essental.

The plan should be widely distributed so that appropriate people will
reactinatmely manner. Whoin the business is most likely to frstbecome
aware of a security incident or data breach? The plan should ensure that
employees at all levels know who to contact. Inital questons should be
answered quickly and the informaton given to the appropriate person
as efciently as possible.
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preparing appropriate notfcaton language and other communicatons.
The business should also be ready to respond to potental mediainquiries.
A public relatons frm might also be engaged that has experience in
handling data security breach incidents. Media notfcaton may be
required under HIPAA. Even if the data breach is handled with minimal
legal risk, the mere reportng of such a breach by the media can be
damaging to a business’s reputaton. A good communicatons plan is an
important step in reassuring consumers about containment of the breach
and security going forward. How will all of this be communicated to
individual consumers and the public?

2K2 14 b2aUSRK Depending upon the nature of the security incident
and data breach, and the applicable federal, state, or internatonal law,
the business may need to notfy individuals, regulators, credit reportng
agencies, state atorneys general, the media or law enforcement. The
business may also have a contractual obligaton to report or notfy
another party or their insurance carrier of a security incident or data
breach. A material data security breach may also need to be reported in
SEC documents. In some cases, however, the incident may not need to
be reported at all. It is critcal that knowledgeable privacy professionals
be engaged early in the inital determinaton of whether a breach has
occurred and if a legal notfcaton obligaton is triggered by any laws.
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Commercial agreements frequently contain provisions that cover data
privacy issues including data ownership, rights to use data, restrictons
on use, limitatons of liability, and indemnites. Specifc language may be
required in agreements to comply with HIPAA, GLBA, or other federal and
state laws. If personal informaton or Pl is involved, the contract should
cover the relevant issues regarding the collecton, use, and sharing of such
informaton. If personal informaton of residents outside of the United
States is involved the agreement may need to comply with the GDPR,
and other internatonal laws regarding the cross border transfer of data.
Do Model Contracts, or Binding Corporate Rules apply? Is the vendor
used to perform data processing compliant with internatonal laws?
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The agreement may also need to allocate the risk and responsibility of
both partes in the event of a data breach. How and when will a security
incident or breach be communicated?

Data privacy and security issues should not be limited to agreements
with technology vendors. The 2013 breach of data security at Target
was the result of password credentals being shared by a HVAC
vendor. Appropriate technical and administratve safeguards should be
implemented and followed by outside contractors as well as employees.

+SyR2l vizli00I-e2ya I'yR alyl1-3SY Syl Even the best physical,
technical, and administratve safeguards can be called into queston when
a company allows a third-party vendor to interact with personal data
maintained by the company and if the vendor does not have adequate
data security protectons in place.

When assessing risk posed by third-party vendors, it may help to take
a complete inventory of all the vendors currently used by the business.
An audit of third party vendor agreements can assess their ability to
protect data and assure that contractual provisions are in place to
ensure compliance. The same due diligence and contract review should
be done with all new vendors. Companies should also detail the type of
informaton being transmited to or stored by various vendors and assess
the security of that transmission. What security frewalls or encrypton is
provided by the vendor? What else can be done to address any security
weaknesses?

Vendor contracts should at a minimum include limitatons on any use
of the data that is collected to your specifc purpose. Security controls
should be reasonable and appropriate for the work performed. Incident
response and reportng provisions, audit rights, and indemnifcaton and
insurance clauses should all be included. Vendors who handle sensitve
personal informaton might be required to carry “cybersecurity insurance”
to cover data breaches, data loss, and related damages. In some cases it
may be appropriate to have certain vendors regularly complete a data
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security questonnaire or undergo an audit of their data security practces
and facilites. Does the vendor meet standards of SSAE16, SOC I, ISO or
have related data security certfcatons? Comply with NIST?

LyAdzil-y0S

A business can also manage some of its own data privacy risk through
insurance. A review of current insurance policies should determine what
coverage the business is enttled to relatve to business interrupton,
crisis management, costs related to breach notfcaton, response to
government investgatons, restoraton of computer systems and data
recovery, computer fraud and criminal actvites. Third party liability
coverage such as general business liability policies, professional liability
(E&O) policies, and directors and ofcers liability policies should be
reviewed.

Special “niche” cyber liability and other new media policies are
increasingly appearing on the market. In some cases, insurers make it
clear that “electronic data” is not covered by the policy and some courts
have found that “electronic data” is not tangible property that can be
damaged. Have someone knowledgeable in data privacy and security
risks and insurance review your current insurance and any contemplated
purchase of additonal coverage.

Questons to ask when looking for a policy include: Does the insurance
cover costs to respond to government investgatons? Breach notfcatons
and related costs? Is the computer network and system of the business
covered? What about mobile devices? Laptops? Tablets? The insurance
policy should be scrutnized to make sure that it covers all of the business
actvites and relevant technology. For example, does a sofware provider
of cloud services have insurance coverage for the network under its
control as well as the computer networks operated by a third party for
which it provides cloud services?
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Finally, commercial agreements ofen include insurance requirements and
indemnifcaton obligatons. Make sure that these contract provisions
cover potental data privacy and security risks such asservice interruptons,
notfcaton costs, data breach, and data loss.

tKeaI0I£ {IFS3dzIMREKN Y 0S 55813y

Privacy consideratons are not limited to the computer system, network,
and related technology. The physical or architectural design of an ofce
or business space can be critcal. Staf who have access to sensitve
data should maintain locked fles and locked o¥ce doors. Basic ofce
confguraton should not be overlooked. The use of shared printers, copiers
and fax machines are potental sources for inadvertent data breaches. A
shared printer may allow an employee to unknowingly access sensitve
personnel informaton that they are not authorized to see. When planning
oce space consider the type and sensitvity of data and informaton that
might be stored in each locaton. The use of security cameras and locked
storage rooms may also be necessary as part of any ofce design to make
sure that customers and employees are not permited in restricted areas
where personal data is maintained.
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Most people think of computer systems and related technology where
electronic data is stored as the place where a data breach is likely to
occur. A review of informaton technology, however, involves more than
just the placement and storage of the servers and computers that contain
that private data. What ant-viral sofware is used by the business and
where is it installed? Are all systems secure and backed up, including
the servers, laptops, and computers where the data is stored? Is access
limited to the right persons? Remote back-up locatons may help with
disaster recovery and ensure the security of data. What about vendor
agreements for any data that is maintained of site? As noted above third
party vendor agreements should include appropriate privacy and security
obligatons. Is personal informaton stored in a cloud and, if so, what
security safeguards are in place?
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Paper documents that contain sensitve personal informaton or
confdental and proprietary business informaton also require atenton.
Hard paper copies of sensitve and confdental data should not be lef
out on desks, and printers should be in close proximity to the individuals
printng and using this data. Paper copies of any documents should
remain in locked fling cabinets or locked storage rooms.

Formal document retenton and destructon policies should be
implemented. These policies cover which documents are stored, for how
long, and how such documents will be disposed of afer the tme has
expired. There may be specifc laws that apply to the type of informaton
collected and stored such as employment records. Docketng systems
and procedures should be put in place to monitor compliance with these
laws. One of the largest setlements with the FTC resulted from the
disposal of personal informaton in an unsecured dumpster. [See In Re
CVS Caremark].
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When implementng a data privacy and security program include legal,
informaton technology, operatonal, human resources, and business
expertse and follow recognized standards such as those released by the
Natonal Insttute of Standards and Technology (NIST) or the Internatonal
Standards Organizaton (1SO).

A thorough review and audit of the technology and systems used by the
business should be conducted by a frm or person with experience in data
security. A penetraton or atempted hack of the system can highlight
potental weaknesses of a system. A business might consider hiring a frm
that also has experience in penetraton testng. This test simulates atacks
from a malicious source and can evaluate how vulnerable the system is
to hackers. Based on this test the vendor can then recommend steps to
enhance security.
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Advances in security contnually become available and businesses
need to stay current and ahead of those who might seek to penetrate
their systems. Keeping up with the technology can be difcult, but it is
essental. Cloud computng and the growing use of mobile devices to
conduct business have added another layer of complexity to the ways a
business must maintain data security.

An example of this vulnerability was “Heartbleed,” a faw
discovered in OpenSSL the open source encrypton standard used by
many websites to transmit secure data. Because of a programming
error in OpenSSL, a Google security researcher found that it would be
relatvely easy to trick the computer to send data stored in memory that
included usernames, passwords, credit card numbers, and encrypton
keys. Once this faw was discovered a business using OpenSSL should
have immediately changed passwords and upgraded to the new version
without the Heartbleed bug. Heartbleed is a prime example of the need
to closely monitor what is happening in the technical world of data
privacy and security. The NIST Framework discussed above can also be a
useful tool for a business developing technical safeguards.
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One of the basic steps to mitgate risk under most data privacy and
security laws is to encrypt the data. The practce of “encryptng” data to
be unreadable by an interceptor has long been an accepted practce of
securing data that is transmited electronically. For example, encrypted
data will not be susceptble to a data breach that triggers notfcaton
under HIPAA. Certain states (including Minnesota) may not consider the
loss of encrypted data to be a data breach or a loss of data that requires
notfcaton under the statute. [See Minn. Stat. § 325E.61]. One of the
frst questons asked in any security incident or data breach investgaton
is therefore whether or not the data was encrypted. Businesses should
be sure to encrypt personal data transmited over unsecured networks
or stored on portable devices. Encrypton technology is contnuously
changing so a business should also make sure that they are using the
most current encrypton technology.
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Limitng the number of people that can access certain personal data
through a company network or system can make it much easier to
determine if or when a breach occurred. Businesses should set up layers
of access passwords, keys, and frewalls so that access is limited to only
those who have a need to access the data for a specifc purpose.
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This may seem basic but some businesses collect informaton that they
do not even need. Many businesses contnue to collect data because
it has “always been done that way.” The Minnesota Health Insurance
Exchange (MNsure) experienced some early fak afer one of the staf
accidentally sent an email fle to a broker including the social security
numbers of 2,400 insurance agents. The fle was not encrypted. Social
security numbers and some of the other informaton contained in the
transmited excel spreadsheet were not even necessary to be collected
and stored by the agency.

A business should only collect informaton for which the business has
a specifc need. For example, why ask for the social security number
from a person if you have no need for it? This collecton and storage
of unnecessary personal informaton is only an invitaton for potental
liability.

wSY 2(S 100543

Cloud computng and the expanded ability for employees to access
informaton remotely through laptops, tablets, smartphones, and other
mobile devices requires that more atenton be paid to building security
walls around data that should not be accessed by every user. More and
more businesses are allowing employees to use their own personal
devices for both personal and business use. In such cases, the business
might consider implementng an appropriate Bring Your Own Device
(BYOD) policy to make sure that data privacy and security issues are
covered.
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BYOD refers to the policy of permitng employees to bring
personally owned mobile devices (laptops, tablets, and smart phones) to
their workplace and to use those devices to access privileged company
informaton and applicatons. [See the [S3I€ DizRS {2 * &S 21 {2011 aSRil-
in the WorkplacS Wiizt8 Himo for more discussion of BYOD and employment
related issues]. A challenging but important task for any business who
utlizes BYOD is to develop a policy that defnes exactly what sensitve
business informaton needs to be protected, which employees should
have access to this informaton, and then to educate all employees on
this policy.

What if an employee uses a smartphone to access the company network
and then loses that phone? Someone outside the business could retrieve
any unsecured data on that phone. Another potental issue is with
an employee who leaves and takes the device with them along with
proprietary business informaton and personal and sensitve data.

TRY IyRaiNl-adS {1753¢1MRa
Training is an integral part of any privacy program.

Even the most secure systems can stll be penetrated or hacked so the focus
should not be limited to technical solutons. The failure of an employee
to follow appropriate practces when working within a secure system or
network can place personal data along with proprietary informaton at
risk.

As noted above, in the case of Target, an HVAC vendor somehow
disclosed a secure password to the person responsible for the extensive
malware atack and data breach afectng millions of customers. While
administratve safeguards are sometmes an aferthought in privacy
compliance, these audits, policies, procedures, and training are the
backbone of any successful and sustainable data security system and
should be given early and proper atenton.
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https://mn.gov/deed/assets/a-legal-guide-to-the-use-of-social-media-in-the-workplace_ACC_tcm1045-133709.pdf
https://mn.gov/deed/assets/a-legal-guide-to-the-use-of-social-media-in-the-workplace_ACC_tcm1045-133709.pdf

260183 1'yR ti20SRiNIS& Writen policies and procedures are the
frst step in implementng any compliance program and adequate data
security safeguards. Having appropriate and well understood technology
use, data privacy, and social media policies and procedures may mitgate
the risks of non-compliance with privacy laws and regulatons.

Clyly3kOY LIE28SS /72Y Y hyl0l-o2yd A formal writen compliance
program with extensive policies and procedures is meaningless, unless
the employees are trained and familiar with proper practces and
procedures. Employees must be educated on data privacy practces and
procedures of the business, including the appropriate use of technology,
S0 as not to compromise any security or protecton of data. Email and
social networking can all be used in ways that may pose risks to the
business. Employees should be trained on how data can be transmited
or stored on personal devices. What is the business policy regarding
the use of personal devices for business purposes? Does the business
supply the device? Is a BYOD Policy necessary? Employees may not
realize what responsibilites they have to protect and secure business and
customer data. Training should be revisited on a regular basis as policies,
procedures, and laws may change. New employees should have data
privacy and security training as part of any orientaton.

Overall awareness in data privacy and security can also be enhanced
through regular communicatons with employees via newsleters, email,
or other communicatons. Frequent communicaton on data privacy
and security related topics will help promote a culture and further
understanding of the importance of privacy and data security to the
business.

oY Lf28SS . 1-0732dyR YR /2YLiENy0S /KS07& Data breaches or
security incidents might not be commited by someone from the outside
but by employees. The type of customer data stored or the industry
in which the business operates may necessitate more comprehensive
background checks of employees. Afer an employee has joined the
company, periodic compliance checks can be helpful in assessing the
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efectveness of certain training programs or the individual employee’s
ability to follow the procedures and protocols in place for handling
sensitve data.

9ELISINSYOSR tiigl-08 tii2fSaal2y1-a It would be wise for a business to
develop relatonships with professionals who have experience handling
data privacy and security issues including legal counsel, data privacy
and security professionals, public relatons, and technology/computer
forensics consultants. It will be of some comfort for a business to know
they have taken appropriate actons before, during, and afer the security
incident or data breach.

{{SL (2 ¢1-1S ty90Syfi 2F LRSyaiie ¢KSD

“ldentty thef” and “identty fraud” refer to all types of crime in which
someone wrongfully obtains and uses another individual’s personal data
in some way that involves fraud or decepton, typically for economic gain.
Under the Identty Thef and Assumpton Deterrence Act, the Federal
Trade Commission (FTC) is responsible for receiving and processing
complaints from people who believe they may be victms of identty theT,
providing informatonal materials to those people, and referring those
complaints to appropriate enttes, including the major credit reportng
agencies and law enforcement agencies.

The following is a list of online resources to consider in the event you
become a victm of identty thef:

e |dentity Thef

= A publication created by the FTC, available at Identity Theft - A
Recovery Plan, walks the victim through immediate steps and then
provides resources for more specific issues such as student loans or
bankruptcy filings in a victim’s name.
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https://consumer.ftc.gov/features/identity-theft
https://www.bulkorder.ftc.gov/system/files/publications/501a_idt_a_recovery_plan_508.pdf
https://www.bulkorder.ftc.gov/system/files/publications/501a_idt_a_recovery_plan_508.pdf
https://www.identitytheft.gov/



https://www.irs.gov/newsroom/taxpayer-guide-to-identity-theft
https://www.irs.gov/identity-theft-central
https://www.ic3.gov/
https://www.idtheftcenter.org/
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Allawsandregulatonsarebeingconsideredworldwidealongwithvoluntary
guidelines and standards . The White House issued a Blueprint for an Al Bill
of Rights : A Vision for Protectng Our Civil Rights in the Algorithmic Age.

The U.S. does not have a comprehensive Al regulaton, but numerous
frameworks and guidelines exist. Congress has passed legislaton to
preserve U.S. leadership in Al research and development, as well as
control government use of Al. In May 2023, the Biden administraton
updated the Natonal Al Research and Development Strategic Plan,
emphasizing a principled and coordinated approach to internatonal
collaboraton in Al research. The Ofce of Science and Technology Policy
issued a request for informaton to obtain public input on Al’simpact. The
Natonal Telecommunicatons and Informaton Administraton sought
feedback on what policies can create trust in Al systems through an Al
Accountability Policy Request for Comment. Specifc Al governance law
and policy includes:

= Executve orders:
- Maintaining American Leadership in Al
- Promotng the Use of Trustworthy Al in the Federal Government

« Acts and bills:
- Al Training Act
- Natonal Al Initatve Act (Division E, Sec. 5001; in force)
- Alin Government Act (Division U, Sec. 101; in force)
- Algorithmic Accountability Act (Draf)
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- Natonal Al Commission Act (Draf)

- Digital Platorm Commission Act (Draf)

- Global Technology Leadership Act (Draf)
- Transparent Automated Governance Act

< Nonbinding frameworks:
- Blueprint for an Al Bill of Rights
- Natonal Insttute of Standards and Technology Al Risk
Management Framework
- Guidance for Regulaton of Al Applicatons

= Government initatves:
- Voluntary Commitments from Leading Al Companies to Manage
the Risks Posed by Al
- TTC Joint Roadmap on Evaluaton and Measurement Tools for
Trustworthy Al and Risk Management
- Congressional Al efort of Sen. Charles E. Schumer, D-N.Y.
- Natonal Security Commission on Al

Vi . dzalySaaSa +dzfySi-6fSe There is no reason to believe that the
volume of data security breaches will decrease in the months and years
ahead. Any business, large or small, that holds private data is vulnerable
to a data security breach. While large companies may have a team of
professionals who deal with data privacy and security, even small- and
medium-sized businesses can take some cost efectve measures to
minimize the risk of a data breach and to ensure compliance with data
privacy and security laws.

{2011 aSRil4 The increasing use of social media as a business tool
and by employees has led to unique privacy issues and risks. Many of
these issues are covered in the secton of this Guide enttled Privacy and
the Employment Relatonship. Lathrop GPM, in collaboraton with the
State of Minnesota, prepared ! [S3I€ DazIRS ¢2 1aS 27 {2011 aSRil- Iy’
¢KS Z207LI-0S. This {2011 aSRII- DiIRS covers privacy and other issues
related to the use of social media as a business tool. A copy of both the
{20i1f aSRil- DiZRS as well as this tlidl-08 DizRS are available for free

177



from Lathrop GPM or the Minnesota Department of Employment and
Economic Development. Copies are also available as a download
from either Lathrop GPM or MN DEED.

[Saa2ya [SHIySRe Every business faces the risk of a data security
breach. The breach will likely be accompanied with operatonal challenges
and unfortunately may include a complicated analysis of legal compliance
and appropriate actons. It may also be found that the breach could have
been prevented though some of the steps identfed in this Guide, such
as more efectve data security policies and procedures, human behavior,
or technical safeguards. Unfortunately, the best lessons learned are from
real experiences.

tiig1-08 1 D22R _dzatySaa {iNl-iS3& Providing adequate data privacy
and security is simply good business. As customers become more and
more aware of the vulnerability of their data, the investment by a business
in data privacy is not just an investment in technology and beter security.
Itis an investment in customer service and sales and marketng.

Businesses are already taking a closer look at the security plan and
safeguards in place before signing agreements with a party that might be
handling their data. Customers may select the business with a stronger
track record for security and elect to forgo websites or businesses that
ofer more limited data privacy and security. Businesses that take data
privacy and security seriously may see a compettve advantage over
businesses that do not.

[S3I£ [1yRa0ILIS B yLISRIOiI-0ESe Federal and state lawmakers contnue
to grapple with ways to strike a balance between new technology, the
free fow of informaton that has become ubiquitous to e-commerce, the
proliferaton of social media, and the protecton of personal informaton.
The patchwork of state and federal data privacy, especially in the area
of breach notfcaton laws, has resulted in many new federal and state
legislatve proposals.
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PRIVACY LAW TIMELINE

e nan .0/09 11LLI2001-,e0 hIHiK duty of medical confdentality

= MocM 9y3fiEK lizde0Sa 27 (1KS tSI1:0S 100 criminalizes eavesdropping/
peeping toms

« MTY( ! YAISR {il-iSa /2yaEsidezy

< myyn Kodak introduced Brownie camera used by journalists

e My(n The Right to Privacy law review artcle by Warren and Brandeis
e mmn Establishment of FTC

e MHY Olmstead v. United States, 277 U.S. 438 (1929) wiretapping ok
- mpny !b yIgSual€ 5S0tIIl-e2y 2F 1dY Iy widK(id includes privacy

= Mppn 9G2LISIY /2yBSya2y 2y 1aY Iy widKiA has right to privacy

e mcn Privacy law review artcle by torts scholar William Prosser

e Mcp Griswold v. Connecticut, 381 U.S. 479 (1965) right to
contraceptves.

e MOCT Katz v. United States, 389 U.S. 347 (1967) reasonable
expectaton of privacy

o v 1534S (DSIY 1-y8 51iI- ti2iS0a2y 10l — Frst comprehensive data
privacy law

o M CI ZNSRAG wSLI2Way3 101

e MOTO Roe v. Wade, 410 U.S. 113 (1973) privacy right includes right to
aborton
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e mpTo CHIl LyF20Y o2y til-0a0Sa privacy principles issued by
HEW(former HHS)

« miTn ¢KS tiIdI1-08 100 regulates federal government use of data
« mipTn ClFY'i8 9Rd01-o2y1 widKiia IyR tiigl-02 10i
e MOTT Whalen v. Roe, 429 U.S. 589 (1977) right to informaton privacy

= mpyn h9/5 DIRSHlySE- widely adopted fair informaton principles
and practces

« myc 9tSONRyI0 /72Y Y izyi0l-o2ya tiidl-08 10i

* miyc /2Y LdziSI Cll-GzR I-yR 16dzaS 10i

w ¢/t! I'YR bl-a2ylf 52 b2i /14t wS3naiie

* miyy +IRS2 tiid1-08 tii2(S0a2y 10i

W Mppm /2YY 2y wiztS 1izY 1y {1202500 wSaSIHIOK tiidl-08
« mpdn SIgSIE tigl-08 ti2iSoay 10i

= mippp 91 51I- tli2iS0a2y 5MIS0adS

e Mpopc ILet!

* My First FTC actons regarding privacy policies
« My /KIERISy hyBlyS tiidl-08 ti2iS0a2y 10i
@ Mcpp DY Y [ SI-0Kn . £ES& ¥ Qi

HAn 9 0nofo {I1FS 11621 1NSSY Syl

HAm tLE951T enacted in Canada

HAnH IMD20SIyY Syl 100 2T nnnn

Hnno {. moyc California enacts frst state data breach security
notfcaton law

Hann C10S6227 launched on February 4
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HAnn t/5{{ RSodzia

Hang BLE! Tk 1169/ 1 10( establishes breach notfcaton for covered
enttes

HAmn SR CEl-34 wiztS designed to help prevent Identty thefs

HAMM United States v. Jones, 132 S. Ct. 945 (2012) installing GPS
illegal search

HAMH 91 awiaKi (2 6S C2132gSyE

HMo ORGHIR {y26RSY reveals classifed NSA documents to Glen
Greenwald

HAMN Riley v. California, 573 U.S. (2014) contents of cellphone
protected

HAMNn wi3Ki ¢2 . S C2132gSy found by Court of Justce of EU
Havn Z1FYIRI- Tyar{UIY [I-& efectve July 1, 2014
Hamp / HF20yA1- 9UI-ESH [1-& efectve January 1, 2015

Hamp 2 {1 CISSR2Y 100 enacted June 2, 2015 places new limits on
bulk collecton of telecommunicatons metadata on US Citzens

HAmp 9 B iedo {I19S 11621 LyZIiR October 6, 2015 European Court
invalidates

Hivp 98 DSyl 51-iI- ti2iS0a2y” wSAitl-a2y December 17, 2015
agreement reached on text

HAMp  /80SNaSOdNie LyF2UY o2y {KHilyd 100 (“CISA™) enacted
December 18, 2015

Hame tigI08 {KISR February 2, 2016 agreement in principle
reached on new data transfer framework

Hame liizRION- wSRNISaA 100 signed into law by President Obama on
February 24, 2016 allows European citzens to sue in US courts
in the event their personal informaton is misused. This law was

182



key to the Privacy Shield moving forward as a replacement to the
invalidated Safe Harbor Agreement.

» Hame 9% DSySIIE SHil- tii2iS0e2y” wSAiztl-a2y April 14, 2016 EU
Parliament approval of the fnal version of the text

« Hnmc tiid1-08 {KISER August 1, 2016 Department of Commerce starts
taking applicatons for Privacy Shield

« Hnmy 91 DSySIIE 5HHil- ti2iS0a2y wS3itl-o2y became efectve May
25,2018

9! ortiid1-08 wS3dtl-a2y 6402271S fl-Gé0 EFectve date TBD.
* HnHA /T2l /2yAiY S iid1-08 10{ efectve January 1, 2020
« 2020 tligl-08 {KIStR invalidated July 16, 2020

= 2020 /I-6720yAl- tiigI1-08 widKia 10i was a ballot initatve that was
approved on November 3, 2020.

e unHn CNIFTHR DSySIE Sl €12iS0e2y” 1S3dztl-o2y 6[Dt50, a law
similar to the GDPR, became efectve December 2020.

 HAHM KS 9di2LISIy /72 Y Ylddk2y issued two new sets of Standard
Contractual Clauses to allow for the transfer of personal informaton
outside of the European Union.

 HAHM ZKIyT- LIFASR (KS 511- {SOaiie [1-& 27 iKS twe/9, which came
into efect on September 1, 2021. China also passed the Personal
LyF21Y I-a2y ti20S0a2y [Io 27 twe/9, which came into efect on
November 1, 2021

o HAHM HNFIWAL- L1383 (KS £W3Al- /2yaiY S 51l ti2iS0a2y” 10i
0+/5t1) Efectve January 1, 2023.

e HnHM Colorado joins California and Virginia to become the third
US state to pass a comprehensive data privacy law - the Colorado
tiig1-08 100 that becomes efectve July 1, 2023.
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SOURCES OF INFORMATION ON DATA
PRIVACY AND SECURITY

There is an abundance of materials available to a business looking for
guidance in this area.

One of the most valuable sources of informaton is the FTC website,
where you will ¥nd materials on most of what we cover in this Guide,
including the following:

Federal Trade Commission. “CAN-SPAM Act: A Compliance Guide for
Business” Sept. 2009.

Federal Trade Commission. “Marketng Your Mobile App: Get it Right
From the Start.” Apr. 2013.

Federal Trade Commission. “Protectng Consumer Privacy in an Era of
Rapid Change: Recommendatons For Businesses and Policymakers.” May
2012.

Federal Trade Commission. “Self-Requlatory Principles for Online
Behavioral Advertsing: Tracking, Targetng, and Technology.” Feb. 2009.

Federal Trade Commission, “Data Brokers - A Call For Transparency and
Accountability”, May 2014.

Federal Trade Commission, “The NIST Cybersecurity Framework and the
ETC”, March, 2017.
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https://www.ftc.gov/
https://www.ftc.gov/business-guidance/resources/can-spam-act-compliance-guide-business
https://www.ftc.gov/business-guidance/resources/can-spam-act-compliance-guide-business
https://www.ftc.gov/system/files/documents/plain-language/pdf-0140_marketing-your-mobile-app.pdf
https://www.ftc.gov/system/files/documents/plain-language/pdf-0140_marketing-your-mobile-app.pdf
https://www.ftc.gov/reports/protecting-consumer-privacy-era-rapid-change-recommendations-businesses-policymakers
https://www.ftc.gov/reports/protecting-consumer-privacy-era-rapid-change-recommendations-businesses-policymakers
https://www.ftc.gov/reports/federal-trade-commission-staff-report-self-regulatory-principles-online-behavioral

https://www.ftc.gov/reports/federal-trade-commission-staff-report-self-regulatory-principles-online-behavioral

https://www.ftc.gov/system/files/documents/reports/data-brokers-call-transparency-accountability-report-federal-trade-commission-may-2014/140527databrokerreport.pdf
https://www.ftc.gov/system/files/documents/reports/data-brokers-call-transparency-accountability-report-federal-trade-commission-may-2014/140527databrokerreport.pdf
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc

Federal Trade Commission, “Privacy and Data Security in the Age of Big
Data and the Internet of Things”, January 2016.

Federal Trade Commission, “Small Business Computer Security Basics”,
April 2017.

Federal Trade Commission, “Data Breach Response: A Guide for Business”,
September 2016

Federal Trade Commission, “Start With Security: A Guide for Business”,
June 2015.

hikSi 320SyY Syt aiiSa I-yR Lizoti0l-e2ya (K-
LI2GIRS LIAI-08 NSEI-GSR tyF20Y a2yt

California OFce of the Atorney General. Cybersecurity in the Golden
State. Feb. 2014.

White House. Consumer Data Privacy in a Networked World: A
Framework for Protectng Privacy and Promotng Innovaton in the
Global Digital Economy . Feb. 2012.

U.S. Department of Commerce, Natonal Telecommunicatons and
Informaton Administraton. Commercial Data Privacy and Innovaton in
the Internet Economy: A Dynamic Policy Framework. Dec. 2010.

{SS Ia2y

Natonal Insttutes of Standards and Technology (NIST), Framework for
Improving Critcal Infrastructure Cybersecurity. Feb. 2014.
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https://www.ftc.gov/public-statements/2016/01/privacy-data-security-age-big-data-internet-things
https://www.ftc.gov/public-statements/2016/01/privacy-data-security-age-big-data-internet-things
https://www.ftc.gov/tips-advice/business-center/guidance/small-business-computer-security-basics
https://www.ftc.gov/business-guidance/resources/data-breach-response-guide-business

https://www.ftc.gov/business-guidance/resources/start-security-guide-business
https://oag.ca.gov/sites/all/files/agweb/pdfs/cybersecurity/2014_cybersecurity_guide.pdf
https://oag.ca.gov/sites/all/files/agweb/pdfs/cybersecurity/2014_cybersecurity_guide.pdf
https://obamawhitehouse.archives.gov/sites/default/files/privacy-final.pdf
https://www.ntia.doc.gov/report/2010/commercial-data-privacy-and-innovation-internet-economy-dynamic-policy-framework
https://www.ntia.doc.gov/report/2010/commercial-data-privacy-and-innovation-internet-economy-dynamic-policy-framework
https://www.nist.gov/system/files/documents/cyberframework/cybersecurity-framework-021214.pdf
https://www.nist.gov/system/files/documents/cyberframework/cybersecurity-framework-021214.pdf

Minnesota Department of Employment and Economic Development and
Lathrop GPM. 1 [S31 DizIRS 2 (KS 2aS 21 {2011€ aSRil- iy (KS =2LfI-0S
lidzté Hamo.

Advertsing Self-Regulatory (ASRC) / Beter Business Bureau (BBB)
Natonal Programs:

CARU Safe Harbor Program and Requirements

Children’s Advertsing Review Unit (CARU)
Helps companies comply with laws and guidelines that protect children
under age 13 from deceptve or inappropriate advertsing.

hiKSI 1 38Tt =Somisa

“Electronic Fronter Foundaton.”

“EPIC — Electronic Privacy Informaton Center.”

e EPIC is an independent non-proft research center that works to
protect privacy, freedom of expression, democratc values, and to
promote the public voice in decisions concerning the future of the
Internet.

“Internatonal Associaton of Privacy Professionals.”

e The Internatonal Associaton of Privacy Professionals (IAAP) is an
organizaton of privacy professionals that ofers comprehensive
global privacy resources for those who help organizatons manage
and protect their data.

“Privacy Internatonal.”

“Privacy Rights Clearinghouse.”
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https://mn.gov/deed/assets/a-legal-guide-to-the-use-of-social-media-in-the-workplace_ACC_tcm1045-133709.pdf
https://mn.gov/deed/assets/a-legal-guide-to-the-use-of-social-media-in-the-workplace_ACC_tcm1045-133709.pdf
https://bbbprograms.org/archive/caru-safe-harbor-program-and-requirements
https://bbbprograms.org/programs/all-programs/children's-advertising-review-unit#:~:text=The%20Children's%20Advertising%20Review%20Unit,an%20online%20environment%2C%20children's%20data
https://www.eff.org
https://epic.org/
https://iapp.org/
https://www.privacyinternational.org
https://www.privacyrights.org

See informaton on “Standard Contractual Clauses (SCC)”

See informaton on Canada’s Ant-Spam Leqislaton (CASL)

Future of Privacy Forum

Angwin, Julia. Dragnet Naton: 1 vizSai 120 tii@1-08 {SOdiiel IyR CUSSR2Y
Iy |- 220R 27 wSSyitSaa {aNdSittl-y0S, Times Books, 2014.

Breaux, ToI Lyll2Riz0a2y (2 L¢ tiigl-0en! 11-yRo22] T2 ¢SOKy2{231aia,
Portsmouth, NH, IAPP, 2014.

McGeveran, William. tiigl-08 I'yR SHil- tl2iS0s2y” [I-61 University
Casebook Series. 2016.

Mathews, Kristen. thi2all-i:Sh 2y tiigl-08 1 DdRS @2 tidl-08 I'yR SIHil-
{806 [1-6 Iy 0KS Lyr20Y -2y 1381 PLI, 2017.

Solove, Daniel Jo b2(Kly3 (2 1IRSY (KS CI-€aS ¢lI-RS20 . SigSSy tidI-08 I'yR
{S0dziii& New Haven, CT: Yale University Press, 2011.

Solove and Hartzog. FTC and the New Common Law of Privacy, 114
Columb. L. Rev. 583 (2014).

Solove and Schwartz. /2yaiY' Sl tiigl-08 I'yR Sll- ti2iS0a2ys Aspen
Custom, 2014.

Solove and Schwartz. LyF21Y I-e2y tlig1-08 [I-&? Aspen Casebook 2014.

Warren, Samuel and Brandeis, Louis. “The Right to Privacy”. 4 Harvard
Law Review 193, 1890.

Westn, A. Privacy and Freedom, New York, New York: Atheneum, 1968.
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https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
https://ised-isde.canada.ca/site/canada-anti-spam-legislation/en
https://fpf.org/
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